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me. 
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I. Potential References of Interest 



Dialog eLink: Oidci ! sic Hi- loss 
23/3K/1 (Item 1 from Tile: 348) " 
DIALOG(R)File 348: EUROPEAN PATENTS 
(c) 2009 European Patent Office. All rights reserved. 

01888484 

Systems and methods for secure transaction management and electronic rights protection 

Systeme und Verfahren zur gesicherten Transaktionsverwaltung und elektronischem Rechtsschutz 
Systemes et precedes de gestion de transactions securisees et de protection de droits electroniques 

Patent Assignee: 

• Intertrust Technologies Corp.; (2434320) 

460 Oakmead Parkway; Sunnyvale, CA 94086-4708; (US) 
(Applicant designated States: all) 

Inventor: 

• Ginter, Karl L. 

10404 43rd Avenue; Beltsville,Maryland 20705; (US) 

• Shear, Victor H. 

5203 Battery Lane; Bethesda,Maryland 20814; (US) 

• Spahn, Francis J. 

2410 Edwards Avenue; El Cerrito,California 94530; (US) 

• Van Wie, David M. 

1780 East 25th Avenue; Eugene, OR 97403; (US) 

Legal Representative: 

• Smith, Norman Ian et al (36041) 

fj CLEVELAND 40-43 Chancery Lane; London WC2A 1JQ; (GB) 



■Country : Number sKind j Date 



sPalenl 



LP 1526472 A2 



|2()()50427 (Pasic) 



1526472 



A3 



120060726! 



Application LP 
Priorities US 



12004078254! 



1388107 



19960213 



19950213 
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Designated States: 

AT; BE; CH; DE; DK; ES; FR; GB; GR; IE; 
IT; LI; LU; MC; NL; PT; SE; 

Related Parent Numbers: Patent (Application) :EP 861461 (EP 96922371) 



International Patent Class (V7): G06F-017/60; G06F-009/46 
; International Classification (Version 8) 
IPC 

:k;()6e-(K)()i/()() 

Ki06E-0009/46 
Abstract Word Count: 15 1 
NOTE: 75 

NOTE: Figure number on first page: 75 



Level Value 

A \ 
A \ 



Position Status : Version 



20060 101 
20060101 



Action Source Office : 



20060616 II 
20050309 II 



Legal Status Type! Pub. Date Kind Text 
Language Publication: English 
Procedural: English 
Application: English 

sFulltext Availability Available Text Language -Update \\ ord Count 

CLAIMS A (English) 200517 355 

SPEC A (English) 200517 167222 

Hotal Word Count (Document A) 1 67604 

iiTolal Word Count (Document P) 0 

H otal Wool Count (All Documents) 167604 



Specification: ...or "digital") highway. Electronic Content 

Today, virtually anything that can be represented by words, numbers, graphics, or system of commands and 
instructions can be formatted into electronic digital information. Television, cable. ..more increments (such as one 
or more blocks of a preidentified nature, e.g., bytes, images, logically related blocks) that form a generally 

arbitrary, but logical to a user, content "deliverable of mixed increment selections (for example, a certain 

quantity of certain text could mean associated images might be discounted by 15%; a greater quantity of text in 
the "mixed" increment selection might mean the images are discounted 20%). Such user selected aggregated 

information increments can reflect the actual requirements of. to the user. VDE further supports a wide variety 

of predefined increment types including: 



) ) bytes, 
) ) images, 

) ) content over time for audio or video, or any other increment that can be identified... said extracted content, 
such as material authored by the extractor and/or content (for example, images, video, audio, and/or text) 

extracted from one or more other VDE container objects for parameters related to electronic information 

content use; (b) different increment units (bytes, documents, properties, paragraphs, images, etc.) and/or other 
organizations of such electronic content; and/or (c) different categories of.. .by modifying in a normally 
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undetectable way color frequency and/or the brightness of certain image pixels, by slightly modifying certain 
audio signals as to frequency, by modifying font character formation... 7 shows an example of an electronic 
appliance; 

C distribution of "content" such as electronic printed matter, video, audio, images and computer programs; and 

C secure communication of private information such as medical records and.. .rules and controls" are added by the 
distributor. 

"Rules and controls" can be used to protect the content user's privacy by limiting the information that is reported 
to other VDE participants. As one example, "rules related to, or consume, distributed information. 



Dialog cLink: l .^W.l..Lik.l.li:.U>!j. 
23/3 K/5 (Item 4 from file: 349) 
DIALOG(R)File 349: PCT FULLTEXT 
(c) 2009 WIPO/Thomson. All rights reserved. 

00819465 

A DECLARATIVE LANGUAGE FOR SPECIFYING A SECURITY POLICY 

LANGAGE DECLARATIF DESTINE A SPECIFIER UNE POLITIQUE DE SECURITE 

Patent Applicant/Patent Assignee: 

• SECURIFY INC 

1157 San Antonio Road, Mountain View, CA 94043; US; US(Residence); US (Nationality) 

Inventor(s): 

• VALENTE Luis Filipe Pereira 

2903 SevysonCourt, Palo Alto, CA 94303; US 

• COOPER Geoffrey Howard 

2542 Webster Street, Palo Alto, CA 94301; US 

• SHAW Robert Allen 

2237 Voa Maderos, Los Altos, CA 94024; US 

• SHERLOCK Kieran Gerard 

455 Colorado Avenue, Palo Alto, CA 94306; US 

Legal Representative: 

• GLENN Michael(et al)(agent) 

Glenn Patent Group, 3475 Edison Way, Ste. L., Menlo Park, CA 94025; US; 





:Country 


Number 


Kind | Date 


^Patent 


:jWO 


200152496 


A2-A3 120010719 


:;Apphcatio 


l WO 


2000US33640 


120001211 


iPnonties 


;|US 


2000479781 : 


:|20000107i 



Designated States: (Protection type is "Patent" unless otherwise stated - for applications prior to 2004) 
AE, AL, AM, AT, AU, AZ, BA, BB, BG, BR, 
BY, CA, CH, CN, CR, CU, CZ, DE, DK, DM, 
EE, ES, FI, GB, GD, GE, GH, GM, HR, HU, 
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ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, 
LC, LK, LR, LS, LT, LU, LV, MA, MD, MG, 
MK, MN, MW, MX, NO, NZ, PL, PT, RO, RU, 
SD, SE, SG, SI, SK, SL, TJ, TM, TR, TT, 
TZ, UA, UG, UZ, VN, YU, ZA, ZW 

[EP] AT; BE; CH; CY; DE; DK; ES; FI; FR; GB; 
GR; IE; IT; LU; MC; NL; PT; SE; TR; 

[OA] BF; BJ; CF; CG; CI; CM; GA; GN; GW; ML; 
MR; NE; SN; TD; TG; 

[AP] GH; GM; KE; LS; MW; MZ; SD; SL; SZ; TZ; 
UG; ZW; 

[EA] AM; AZ; BY; KG; KZ; MD; RU; TJ; TM; 
Language Publication Language: English 
Filing Language: English 
Fulltext word count: 21610 

Detailed Description: 

...why access is being 

granted or denied to particular resources and may lead to unintentional 
breaches of security. 

A way to reduce or eliminate the confusion described above is by providing a user-friendly and, yet, rigorous. ..deviate from those patterns. 



BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a schematic diagram showing the relationship of elements of the 
Policy Monitoring System, according to the invention; 

Fig. 2 is a schematic diagram of a protocol event according to the invention; Fig. 3 is a schematic diagram of a disposition according to 
the invention; 

Fig. 4 is a schematic diagram of communicating parties according to the 

Fig. 5a is a schematic diagram of a network event, comprising protocol events at different protocol layers, having an associated network... 
...for the network event. 

DETAILED DESCRIPTION OF THE INVENTION 
Overview 

Fig. 1 is a schematic diagram showing the relationship of elements of the Policy Monitoring System 100, according to the preferred.. .of 
security violations involving one or both of the principals. 

Fig. 4 is a schematic diagram of communicating parties according to the 

invention; wherein an initiator host machine 141 attempts to. ..section defines what to do with the protocol (or 
network) 103 event if the current policy rule is applied to the protocol 

event. That is, if the ru le is ... Policy Compiler (Fig. 11 106). In one embodiment, said compilation step is incorporated into a graphical 

policy editor, such that it is incorporated into said policy specification step. In another embodiment Engine 101 for evaluation of one or 

many network events 103, or back into the graphical policy editor for visualization and further refinement. 

Evaluation of Rules 

This section describes how policy security administrator uses the annotated specification 

language 109 using a visual tool, such as a graphical policy editor to 

determine how the policy rules are interrelated, their hierarchical relationships and how. ..protocol event the Policy Engine 101 selects a 
policy rule applicable to that event. Every policy rule is associated with a specific protocol and action or a set of protocols and actions. 

Therefore only event. The specificity of a policy rule is determined by the specificity of the credentials associated with the policy rule , 

as well as the specificity of the rule's protocol, action and prerequisite specifiers. For.. .guidelines for good policy development that 
minimize herein above ambiguities. 
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Fig. 5a is a schematic diagram of the preferred embodiment in which a 

network event 103 comprises M protocol events at.. .In the preferred embodiment when an immediate outcome does not produce a 
final disposition the associated selected policy rule becomes a pending policy rule for the related network event (507). The Policy Engine 
1... policy by the Policy Engine 101. It is intended to incorporate the guidelines into a graphical policy editing invention using 
wizards, policy templates and other Ul mechanisms that among other uses... 



Claims: 



...events by using said 

associated predefined protocol layers;means for Policy Engine to select a <B>policy</B> <B>rule</B> <B>associated</B> with each 
ofsaid plurality of protocol events, using a specificity of said policy rule... credential, comprising the steps of:selecting a first set of rules 
from said plurality of <B>policy</B> <B>rules</B>, such fhateach rule is <B>associated</B> with said Agent;selecting a second set of 
rules from said first set of rules. ..a policy violation;CONTINUE; andOK. 
60 A method for processing an outcome of a policy rule associated with a 
protocol event of a network event, comprising the steps of:if said outcome... 



26/3,K/8 (Item 8 from file: 2) 
DIALOG(R)File 2: INSPEC 

(c) 2009 Institution of Electrical Engineers. All rights reserved. 

07769878 INSPEC Abstract Number: C2001-01-7130-008 
Title: Overview of current criminal justice information systems 
Author Dempsey, J.X. 

Conference Title: Proceedings of the Tenth Conference on Computers, Freedom and Privacy. 
CFP2000: Challenging the Assumptions p. 101-6 
Publisher: ACM , New York, NY, USA 

Publication Date: 2000 Country of Publication: USA 352 pp. 

ISBN: 1 581 13 256 5 Material Identity Number: XX-2000-00778 

Conference Title: Proceedings of 10th Conference on Computers, Freedom and Privacy 

Conference Sponsor: ACM 

Conference Date: 4-7 April 2000 Conference Location: Toronto, Ont, Canada 
Language: English 
Subfile: C 

Copyright 2000, IEE 

Abstract: ...supported by fingerprints. The states and the USA federal government also maintain 
separate DNA identification databases. Finally, there are databases of non-personally identifiable 
information, such as stolen property or ballistics data. In the USA, there are nearly 19000 state... 
Identifiers: ...DNA identification databases; 
Astronomical Objects: 



26/3,K/13 (Item 13 from file: 2) 
DIALOG(R)File 2: INSPEC 

(c) 2009 Institution of Electrical Engineers. All rights reserved. 
03143436 INSPEC Abstract Number: C83043389 

Title: Reliability of computerized versus manual death searches in a study of the health of 
Eldorado uranium workers 
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Author Newcombe, H.B.; Smith, M.E.; Howe, G.R.; Mingay, J.; Strugnell, A.; Abbatt, J.D. 
Journal: Computers in Biology and Medicine vol.13, no. 3 p. 157-69 

Publication Date: 1983 Country of Publication: UK 
CODEN: CBMDAW ISSN: 0010-4825 

U.S. Copyright Clearance Center Code: 0010-4825/83$3.00+ 00 
Language: English 
Subfile: C 

Abstract: ...searches based on one-eighth of the worker file. The national death file-Canadian Mortality 

Data Base-at Statistics Canada includes coded causes of death for all deaths back to 1950. The to the 

study population. In both approaches accuracy was strongly dependent on the amount of personal 
identifying information available on the records being linked. 
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Dialog eLink: Ord^l^leJjlsA^Q. 
25/3K/1 (Item l'jimm mcT'348)'''' 
DIALOG(R)File 348: EUROPEAN PATENTS 
(c) 2009 European Patent Office. All rights reserved. 

01886563 

IMPLEMENTATION AND USE OF A PII DATA ACCESS CONTROL FACILITY EMLPLOYING 
PERSONALLY IDENTIFYING INFORMATION LABELS AND PURPOSE SERVING FUNCTION 
SETS 

IMPLEMENTIERUNG UND VERWENDUNG EINER PII-DATENZUGRIFFS-STEUEREINRICHTUNG MIT 
PERSONLICH IDENTIFIZIERENDEN INFORMATIONS-LABELS UND ZWECK- 
VERSORGUNGSFUNKTIONSMENGEN 

IMPLANTATION ET UTILISATION D'UNE FONCTION DE CONTROLE D'ACCES A DES DONNEES 
D'IDENTIFICATION PERSONNELLE (PII) EMPLOYANT DES ETIQUETTES DE DONNEES 
D'IDENTIFICATION PERSONNELLE ET DES ENSEMBLES DE FONCTIONS ADAPTEES 
IMPLEMENTATION AND USE OF A PII DATA ACCESS CONTROL FACILITY EMLPLOYING 
PERSONALLY IDENTIFYING INFORMATION LABELS AND PURPOSE SERVING FUNCTION SETS 
IMPLEMENTIERUNG UND VERWENDUNG EINER PII-DATENZUGRIFFS-STEUEREINRICH TUNG 
MIT PERSONLICH IDENTIFIZIERENDEN INFORMATIONS-LABELS UND ZWECK- 
VERSORGUNGSFUNKTIONSMENGEN 

... ET UTILISATION D'UNE FONCTION DE CONTROLE D'ACCES A DES DONNEES 
D'IDENTIFICATION PERSONNELLE (PII) EMPLOYANT DES ETIQUETTES DE DONNEES 
D'IDENTIFICATION PERSONNELLE ET DES ENSEMBLES DE FONCTIONS ADAPTEES 

Patent Assignee: 

• International Business Machines Corporation; (200120) 
New Orchard Road; Armonk, N.Y. 10504; (US) 
(Applicant designated States: all) 

Inventor: 

• BETZ, Linda 

13 Victor Lane; Poughkeepsie, New York 12601; (US) 
. DAYKA, John 

10 High Ridge Road; New Paltz, New York 12561; (US) 
. FARRELL, Walter 

35 Arnold Drive; Woodstock, New York 12498; (US) 

• GUSKI, Richard 

197 Yantz Road; Red Hook, New York 12571; (US) 
. KARJOTH, Guenter 

Buerglipark 19; CH-8820 Waedenswil; (CH) 

• NELSON, Mark 

15 Old Mill Drive; Poughkeepsie, New York 12603; (US) 
. PFITZMANN, Birgit 

Barenweidstrasse 23; CH-8833 Samstagern; (CH) 
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• SCHUNTER, Matthias 

Zentralstr 150; CH-8003 Zurich; (CH) 
. WAIDNER, Michael 

Appitalstrasse 35; CH-8804 Au-Wadenswil; (CH) 

• ...CH) 

. WAIDNER, Michael 



Legal Representative: 

• Jennings, Michael John (80331) 

IBM United Kingdom Limited, Intellectual Property Department, Hursley Park; Winchester, Hampshire 
S021 2JN; (GB) 



■Country 


Number 


Kind 


I Date | 


sPalenl LP 




Al 


20060531 


| W() 


12005017720 




20050224: 


Application LP 


12004766505 




20040816 


| W() 


20041 -P5 1803 




20040816 


Priorities US 


643798 




120030819! 



Designated States: 

AT; BE; BG; CH; CY; CZ; DE; DK; EE; ES; 
FI; FR; GB; GR; HU; IE; IT; LI; LU; MC; 
NL; PL; PT; RO; SE; SI; SK; TR; 

Extended Designated States: 

AL; HR; LT; LV; MK; 



International Patent Class (V7): G06F-001/00 



j International Classification (Version 8) 
IPC 


Level 


Value 


Position IStatus 


Version 


Action 


Source 


Office 


:|G06F-0001/00 


A 


I 


f iji 


19680901 120050228 


II 


LP 



NOTE: No A-documenl published by LPO 



Legal Status Type! Pub. Date Kind Text 
Language Publication: English 
Procedural: English 
Application: English 

jFulltext Availability Available Text [Language [Update iWord Count 

jlotal Word Count (Document A) 0 
I Total Word Count (Document P) 0 
llotal Word Count (All Documents) 0 
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Dialog eLink: Order File History 
25/3K/2 (Item 1 from file: 349) 
DIALOG(R)File 349: PCT FULLTEXT 
(c) 2009 WIPO/Thomson. All rights reserved. 

01209285 

IMPLEMENTATION AND USE OF A PII DATA ACCESS CONTROL FACILITY EMLPLOYING 
PERSONALLY IDENTIFYING INFORMATION LABELS AND PURPOSE SERVING FUNCTION 
SETS 

IMPLANTATION ET UTILISATION D'UNE FONCTION DE CONTROLE D'ACCES A DES DONNEES 
D'IDENTIFICATION PERSONNELLE (PII) EMPLOYANT DES ETIQUETTES DE DONNEES 
D'IDENTIFICATION PERSONNELLE ET DES ENSEMBLES DE FONCTIONS ADAPTEES 
IMPLEMENTATION AND USE OF A PII DATA ACCESS CONTROL FACILITY EMLPLOYING 
PERSONALLY IDENTIFYING INFORMATION LABELS AND PURPOSE SERVING FUNCTION SETS 
... ET UTILISATION D'UNE FONCTION DE CONTROLE D'ACCES A DES DONNEES 
D'IDENTIFICATION PERSONNELLE (PII) EMPLOYANT DES ETIQUETTES DE DONNEES 
D'IDENTIFICATION PERSONNELLE ET DES ENSEMBLES DE FONCTIONS ADAPTEES 

Patent Applicant/Patent Assignee: 

. INTERNATIONAL BUSINESS MACHINES CORPORATION 

New Orchard Road, Armonk, New York 10504; US; US (Residence); US(Nationality); (For all designated 
states except: US) 
. IBM UNITED KINGDOM LIMITED 

PO Box 41, North Harbour, Portsmouth Hampshire P06 3AU; GB; GB (Residence); GB (Nationality); 
(Designated only for: MG) 

Patent Applicant/Inventor: 

• BETZ Linda 

13 Victor Lane, Poughkeepsie, New York 12601; US; US (Residence); US (Nationality); (Designated only 
for: US) 
. DAYKA John 

10 High Ridge Road, New Paltz, New York 12561; US; US(Residence); US(Nationality); (Designated 
only for: US) 
. FARRELL Walter 

35 Arnold Drive, Woodstock, New York 12498; US; US(Residence); US(Nationality); (Designated only 
for: US) 

• GUSKI Richard 

197 Yantz Road, Red Hook, New York 12571; US; US(Residence); US(Nationality); (Designated only 
for: US) 
. KARJOTH Guenter 

Buerglipark 19, CH-8820 Waedenswil; CH; CH(Residence); DE(Nationality); (Designated only for: US) 

• NELSON Mark 

15 Old Mill Drive, Poughkeepsie, New York 12603; US; US (Residence); US(Nationality); (Designated 
only for: US) 
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. PFITZMANN Birgit 

Barenweidstrasse 23, CH-8833 Samstagern; CH; CH(Residence); DE(Nationality); (Designated only for: 
US) 

• SCHUNTER Matthias 

Zentralstr 150, CH-8003 Zurich; CH; CH(Residence); DE(Nationality); (Designated only for: US) 
. WAIDNER Michael 

Appitalstrasse 35, CH-8804 Au-Wadenswil; CH; CH(Residence); DE(Nationality); (Designated only for: 
US) 

• ...Designated only for: US) 
. WAIDNER Michael 

Legal Representative: 

• JENNINGS Michael John(agent) 

IBM United Kingdom Limited, Intellectual Property Law, Hursley Park, Winchester Hampshire S021 
2JN; GB; 



■Country ; Number Kind : Date 

Patent WO 200517720 Al 20050224 
Application WO 20041 ;P5 1803 20040816 
Priorities US 2003643798 20030819 



Designated States: (All protection types applied unless otherwise stated - for applications 2004+) 

AE; AG; AL; AM; AT; AU; AZ; BA; BB; BG; 

BR; BW; BY; BZ; CA; CH; CN; CO; CR; CU; 

CZ; DE; DK; DM; DZ; EC; EE; EG; ES; FI; 

GB; GD; GE; GH; GM; HR; HU; ID; IL; IN; 

IS; JP; KE; KG; KP; KR; KZ; LC; LK; LR; 

LS; LT; LU; LV; MA; MD; MG; MK; MN; MW; 

MX; MZ; NA; NI; NO; NZ; OM; PG; PH; PL; 

PT; RO; RU; SC; SD; SE; SG; SK; SL; SY; 

TJ; TM; TN; TR; TT; TZ; UA; UG; US; UZ; 

VC; VN; YU; ZA; ZM; ZW; 

[EP] AT; BE; BG; CH; CY; CZ; DE; DK; EE; ES; 
FI; FR; GB; GR; HU; IE; IT; LU; MC; NL; 
PL; PT; RO; SE; SI; SK; TR; 

[OA] BF; BJ; CF; CG; CI; CM; GA; GN; GQ; GW; 
ML; MR; NE; SN; TD; TG; 

[AP] BW; GH; GM; KE; LS; MW; MZ; NA; SD; SL; 
SZ; TZ; UG; ZM; ZW; 

[EA] AM; AZ; BY; KG; KZ; MD; RU; TJ; TM; 
Language Publication Language: English 
Filing Language: English 
Fulltext word count: 10990 
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English Abstract: 



A data access control facility is implemented by assigning personally identifying information (PH) 
classification labels to PH data objects, with each PH data object having one PH... 

French Abstract: 

...acces a des donnees par l'attribution, a des objets de donnees d'identification personnelle (PII), d'etiquettes de 
classification PII, une etiquette de classification etant attribuee a chaque objet de donnees. De plus, la fonction de 
controle comprend au moins un ensemble de fonctions adaptees (PSFS) de PII qui comporte une liste de 
fonctions d'application permettant de lire et d'ecrire des objets de donnees. Une etiquette de classification est 
egalement attribuee a chaque PSFS de PII. On accede a un objet de donnees de PII par l'intermediaire d'une 
fonction d'application PSFS de PII comportant une etiquette de classification de PII, identique a celle de l'objet 
de PII ou dominant celle-ci. On attribue a l'utilisateur de la fonction de controle un ensemble d'habilitation de PII 
qui contient une liste comprenant au moins une etiquette de classification de PII servant a determiner si 
l'utilisateur est autorise a acceder a une fonction particuliere. 

Detailed Description: 

Description 

IMPLEMENTATION AND USE OF A PH DATA ACCESS 
CONTROL FACILITY EMPLOYING PERSONALLY 
IDENTIFYING INFORMATION LABELS AND PURPOSE 
SERVING FUNCTION SETS 
Technical Field 

[001] The present invention relates in general the implementation and use of a conditional access facility 

which controls access by users to personally identifying information (.Pll) objects or resources-within an 
enterprise's computer system. 

Background Art 

[0021 Advances in currently proposed to ensure the correct use of and therefore to control the release of 

personally identifying information from within an enterprise computing facility. 

[0031 Traditionally, managing the security of a computer system data objects. This method includes: 

assigning PI 1 classification labels to PR data objects, wherein a PII data object has one PH classification label 
assigned thereto; defining at least one PII purpose serving function set (PSFS) comprising a Est of application 
functions that read, write, or of the PH classification label of the PIR data object. 

[0081 In one embodiment, a PII data object is write accessible by an application function of a PH PSFS having 

a be write accessible by an application function of a PR PSFS having a list of PII reclassifications which are 

allowed to that Pll PSFS. 

[009] In one embodiment, the method includes a user invoking a particular function of the data access control 

facility, and assigning a PII clearance set to the identified user, wherein the PII clearance set comprises a list of 
one or more PR classification labels for the identified user. 

[010] The PII classification label assigned to the PII data object may include an identification of an owner of the 
Pill data object. 

[01 1 data object may be used. 
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[012] The method may include the step of initially defining PII purposes within an enterprise to use the data 
access control facility, and employing the PII purposes in defining the PHI classification labels assigned to the 

PH data objects and assigned of a data access control facility, a particular function, the data access control 

facility having personally identifying information (PR) classification labels assigned to PR data objects and to 
at least one PII purpose serving function set (PSFS), the PSFS including a list of application functions that read... 
...the user of the data access control facility is assigned a PI 1 clearance set, the PII clearance set for the user 
comprising a list containing at least one PII classification label; determining whether the particular function is 

defined to a PR PSFS of the control facility, and if so, determining whether the user's PR clearance set 

includes a PII classification label matching the PI II classification label assigned to that PII PSFS, and again if 

so, allowing access to the particular function; and determining whether the denying access to the particular 

function if the particular function is not defined to a PII PSFS of the data access control facility, and a current 

process label (CPQ has been for the established process exists, the data access control method may include 

determining whether the PII classification label of the selected data object is equal to or a proper subset of. the 

particular function is a write operation to the second PI 1 data object. The second PII data object may have a 
different PH classification label than the PH classification label associated accompanying drawings in which. 

[0291 FIG. I depicts one example of an approach for storing personally identifying information (PIR) objects 
with PII classification labels assigned thereto for use by a data access control facility, in accordance with... 
...invention; [0321 FIG. 4 is a flowchart of one embodiment of processing implemented by a PII data access 

control facility, in accordance with an aspect of the present invention; [0331 FIG the Invention 

[0371 Presented herein is a data access control facility which provides security for personally identifying 

information (P]II). In accordance with this facility, access to PI 1 1 information is based on various thereby 

adding flexibility to and enhancing the security of information processes that require access to personally 
identifying information. 

[0391 Broadly stated, disclosed herein (in one aspect) is a technique for implementing a data access control 
facility, which includes: assigning personally identifying information (Pll) classification labels to PH objects, 

with each PR object having one Pll classification label the original owner and specified in the Pff 

classification label. The purposes for which the PII object may be used are embodied within the functions that the 
user is allowed to process. 

[045] PH Data Objects. 

[0461 Any resource, document, program, facility, etc. with an associated PII classification label. A given PHI 

object can have only one PH classification label. The owner reclassifications that are allowed during its 

execution. 

[0781 FIG. I depicts one example of a personally identifying information (PH) owner 10 (such as a patient in a 

hospital enterprise example) entering (or accessing locally connected, for example, an employee. The 

operating system platform security manager which embodies the PII data access control facility that is the subject 

of this invention, is invoked by the the security manager to determine whether the requesting user is permitted 

access to the desired PII object. The security manager renders a decision based, for example, on the PII label 
associated with the requested object, the PR label associated with the user, and other... occurs from within this 
process, to assure that PH data is only written to other PII labeled data ob ects that have labels with identical or 
fewer purposes, or that PII data reclassification is allowed using this PSFS with this particular combination of PR 

data that label that is not defined within the user's PH clearance set and thereby access PII objects outside of 

the scope of the user's Pill clearance set. For example, userl accordance with an aspect of the present 

invention. Referring to FIG. 4, use of a PII control facility begins with a user making a request to a transaction 

manager 50, to system platform or logically connected to it, is a data access control facility implementing the 

personally identifying information (PIU) concepts disclosed herein. One example of logic for processing the 
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user's attempt to a non-PH protected object from a computer operating system process after having read a PII 

protected object(s) into that process in not allowed. 

[0871 Assuming that the object does 122. If so, processing proceeds 124 to FIG. 4C. Otherwise, access is 

denied by the PII label processing 134 since the selected object has a PR label and the user is controlled 

process and the user being allowed to write non-PIl data into an existing PII data object. If 150 yes, then the 

determination is made 152 whether the label of. then processing returns 154 to FIG. 4B with the user being 

denied access to the PII data object. If 153 yes, then processing continues 151 with a return to FIG. 4B... 
...particular operational sequence that meets the business needs of an enterprise when working with sensitive 
personally identifying information (PII) objects. Such pre-established and controlled sets of functions and the 

associated sequence of operation with the present invention allows a user (or computer process) access to 

different sets of PII classified information and functions according to the dynamics of an access event situation, 
thereby adding flexibility to and enhancing security of information processes that require access to PII objects. 

[119] The present invention can be included in an article of manufacture (e.g... 



Claims: 

[001] A method of implementing a data access control facility, said method comprising: assigning personally 
identifying information (PII) classification labels to PII data objects, wherein a PII data object has one PR 

classification label assigned thereto; defining at least one PH Purpose write Pll data objects; and assigning a 

PIT classification label to each PSFS, wherein a PII data object is only read accessible via an application function 

of a PHI PSFS having that is equal to or a proper subset of the PI 1 classification label of the PII data object. 

[002] . The method of claim 1, wherein a PH data object is write of a data access control facility, a particular 

function, said data access control facility having personally identifying information (PII) classification labels 

assigned to PIT data objects and at least one PH purpose serving fanction list of application functions that 

read, write or reclassify PH data objects, and having a PII classification label assigned thereto, and wherein the 

user of the data access control facility has A system for implementing a data access control facility, said 

system comprising: means for assigning personally identifying information (PR) classification labels to PII data 
objects, wherein a PII data object has one PIEI classification label assigned thereto; means for defining at least 

one purpose serving function set (PSFS) comprising a Est of application functions that read or write PII data 

objects; and means for assigning a PR classification label to each PSFS, wherein a of a data access control 

facility, a particular function, said data access control facility having personally identifying information (PII) 

classification labels assigned to PIE[ data objects and at least one PIE[ purpose serving function to perform a 

method of implementing a data access control facility, said method comprising: assigning personally identifying 

information (PR) classification labels to PH data objects, wherein a PH data object has one PH of a data 

access control facility, a particular function, said data access control facility having personally identifying 

information (Pill) classification labels assigned to PR data objects and at least one PIff purpose serving list 

of application functions that read, write or reclassify PIJ data objects, and having a PII classification label 

assigned thereto, and wherein the user of the data access control facility has clearance set, the PR clearance set 

for the user comprising alist containing at least one PII classification label; (ii) determining whether the particular 
function is defined to a PH PSFS of ... 
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Data access control facility implementing method used in enterprise environment, involves assigning label 
to personal identifying information-function set, that is equal to or subset of label of corresponding data 
object Original Titles:IMPLEMENTIERUNG UND VERWENDUNG EINER PII -DATENZUGRIFFS- 
STEUEREINRICHTUNG MIT PERSONLICH IDENTIFIZIERENDEN INFORMATIONS-LABELS UND 

ZWECK-VERSORGUNGSFUNKTIONSMENGEN IMPLEMENTATION AND USE OF A PII DATA 

ACCESS CONTROL FACILITY EMLPLOYING PERSONALLY IDENTIFYING INFORMATION 

LABELS AND PURPOSE SERVING FUNCTION SETS ET UTILISATION D'UNE FONCTION DE 

CONTROLE D'ACCES A DES DONNEES D'IDENTIFICATION PERSONNELLE (PII) EMPLOYANT DES 
ETIQUETTES DE DONNEES D'IDENTIFICATION PERSONNELLE ET DES ENSEMBLES DE 

FONCTIONS ADAPTEES Implementation and use of a PII data access control facility employing 

personally identifying information labels and purpose serving functions sets IMPLEMENTATION AND 

USE OF PII DATA ACCESS CONTROL FACILITY EMPLOYING PERSONALLY IDENTIFYING 

INFORMATION LABELS AND PURPOSE SERVING FUNCTION SETS Implementation and use of a PII 

data access control facility employing personally identifying information labels and purpose serving functions 

sets IMPLEMENTATION AND USE OF A PII DATA ACCESS CONTROL FACILITY EMLPLOYING 

PERSONALLY IDENTIFYING INFORMATION LABELS AND PURPOSE SERVING FUNCTION 

SETS ET UTILISATION D'UNE FONCTION DE CONTROLE D'ACCES A DES DONNEES 

D'IDENTIFICATION PERSONNELLE (PII) EMPLOYANT DES ETIQUETTES DE DONNEES 
D'IDENTIFICATION PERSONNELLE ET DES ENSEMBLES DE FONCTIONS ADAPTEES ...Inventor: 

WAIDNER M WAIDNER M P Alerting Abstract ...NOVELTY - The personally identifying information 

( PII) classification labels are assigned to respective PII data objects. A PII purpose serving function set (PSFS) 
comprising list of application functions to read/write PII data objects, is defined. A classification label is assigned 
to each PSFS such that the label is equal to or proper subset of label of PII data object. ... ADVANTAGE - 
Allows access to different sets of PII classified objects and functions according to dynamics of access event 
situation, thereby enhancing flexibility and security of information process that required access to PII data 

object DESCRIPTION OF DRAWINGS - The figure shows the block diagram of the enterprise computing 

environment implementing PII data access control facility. Original Publication Data by 

Authority ArgentinaPublication No. ...Inventor name & address:WAIDNER M WAIDNER, Michael... 

...WAIDNER M Waidner, Michael P Waidner, Michael P Waidner, Michael P WAIDNER, 

Michael Original Abstracts:A data access control facility is implemented by assigning personally identifying 

information (PH) classification labels to PH data objects, with each PH data object having one PH A data 

access control facility is implemented by assigning personally identifying information (PII) classification labels 
to PII data objects, with each PII data object having one PII classification label assigned thereto. The control 
facility further includes at least one PII purpose serving function set (PSFS) comprising a list of application 
functions that read or write PII data objects. Each PII PSFS is also assigned a PII classification label. A PII data 
object is accessible via an application function of a PII PSFS having a PII classification label that is identical to 
or dominant of the PII classification label of the PII object. A user of the control facility is assigned a PII 
clearance set which contains a list of at least one PII classification label, which is employed in determining 

whether the user is entitled to access a A data access control facility is implemented by assigning personally 

identifying information (PII) classification labels to PII data objects, with each PII data object having one PII 
classification label assigned thereto. The control facility further includes at least one PII purpose serving function 
set (PSFS) comprising a list of application functions that read or write PII data objects. Each PII PSFS is also 
assigned a PII classification label. A PII data object is accessible via an application function of a PII PSFS 
having a PII classification label that is identical to or dominant of the PII classification label of the PII object. A 
user of the control facility is assigned a PII clearance set which contains a list of at least one PII classification 

label, which is employed in determining whether the user is entitled to access a A data access control facility 

is implemented by assigning personally identifying information (PII) classification labels to PII data objects, 
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with each PII data object having one PII classification label assigned thereto. The control facility further includes 
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Personally identifiable information handling method for computer system, involves creating and 
associating programming object containing policy rule, with personally identifiable information 
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Personally identifiable information handling method for computer system, involves creating and 
associating programming object containing policy rule, with personally identifiable information Original 

Titles: Using a rules model to improve handling of personally identifiable information Using a rules model 

to improve handling of personally identifiable information Inventor: ADLER S B BROWN N H J... 

...GILBERT A M PALMER C C SCHNYDER M WAIDNER M Alerting Abstract ...NOVELTY 

- A policy rule allowing privacy related actions on personally identifiable information data is constructed. An 

input of dynamic contextual information is allowed to precisely specify the evaluation of rule. A programming 

object containing the rule is created and associated with the personally identifiable information. ... personally 
identifiable information handling system; and computer-usable medium storing personally identifiable 

information handling program USE - For handling personally identifiable information using computer 

system such as personal computer, server, workstation, embedded system, etc., by person or organization 

engaged in commerce, medicine, science ADVANTAGE - Provides an enhanced method which improves the 

handling of personally identifiable information efficiently DESCRIPTION OF DRAWINGS - The figure 

shows a block diagram of the personally identifiable information handling system. Original Publication Data by 

Authority ArgentinaPublication No. Inventor name & address :Adler, Steven B Brown, Nigel Howard 

Julian Gilbert, Arthur M Palmer, Charles Campbell Schnyder, Michael Waidner, Michael... 

...Adler, Steven B Brown, Nigel Howard Julian Gilbert, Arthur M Palmer, Charles Campbell... 

...Schnyder, Michael Waidner, Michael Original Abstracts:The present invention is a system and method 

for handling personally identifiable information, using a rules model. The invention involves defining a limited 
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number of privacy -related actions regarding personally identifiable information; constructing a rule for each 

circumstance in which one of said privacy-related actions may be taken or must a programming object 

containing at least one of said rules; associating the programming object with personally identifiable 
information; processing a request; and providing an output. The invention does not merely give a "yes-or-no 

answer. The computer system and network. One aspect of the present invention is a method for handling 

personally identifiable information. Another aspect of the present invention is a system for executing the 

method of the present invention. A third The present invention is a system and method for handling 

personally identifiable information, using a rules model. The invention involves defining a limited number of 
privacy-related actions regarding personally identifiable information; constructing a rule for each circumstance 

in which one of said privacy-related actions may be taken or must be taken; allowing for the a programming 

object containing at least one of said rules; associating the programming object with personally identifiable 
information; processing a request; and providing an output. The invention does not merely give a "yes-or-no 

answer. The invention has the advantage of. computer system and network. One aspect of the present 

invention is a method for handling personally identifiable information. Another aspect of the present invention 
is a system for executing the method of the present invention. A third aspect of the present invention... 
Claims: We claim:l. A method of handling personally identifiable information, said method 
comprising:defining a limited number of privacy-related actions regarding said personally identifiable 
information;constructing a rule for each circumstance in which one of said privacy -related actions may be taken 

or must be taken; allowing for the input of programming object containing at least one of said 

rules;associating said programming object with said personally identifiable information;processing a request; 

andproviding an output We claim: 1 . A method of handling personally identifiable information, said 

method comprising: defining a limited number of privacy-related actions regarding said personally identifiable 
information;constructing a rule for each of said privacy-related actions, wherein each rule defines an action 
corresponding to an associated privacy-related action, a logical condition that identifies a condition under which 
a particular decision is generated, and a decision indicating a manner by which said associated privacy-related 

action is rules comprises at least one of said constructed rules;associating said programming object with said 

personally identifiable information;processing a request using the programming object containing said set of 

rules, wherein processing said at least one rule having an action corresponding to an action specified in the 

request, a condition that evaluates to "true," and a decision that indicates that the action is authorized;selecting a 
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Personally identifiable information handling method for commercial organization, involves establishing 
privacy agreement, using limited privacy-related actions and expressing rules regarding privacy-related 
actions 
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Personally identifiable information handling method for commercial organization, involves establishing 
privacy agreement, using limited privacy-related actions and... Original Titles:Using a privacy agreement 

framework to improve handling of personally identifiable information Inventor: ADLER S B GILBERT A 

M PALMER C C SCHNYDER M WAIDNER M Alerting Abstract ... personally identifiable 

information handling system; andcomputer readable medium storing instructions for personal identified 

information handling method DESCRIPTION OF DRAWINGS - The figure shows the personally 

identifiable information handling system.Original Publication Data by Authority ArgentinaPublication No. 

Inventor name & address :Adler, Steven B Gilbert, Arthur M Palmer, Charles Campbell... 

...Schnyder, Michael Waidner, Michael Original Abstracts:The invention entails identifying the parties 

involved in a process of handling personally identifiable information; identifying the data involved in said 

process; classifying the data; expressing each relationship between each pair of said parties repersonalize. 

One aspect of the present invention is a method for improving the handling of personally identifiable 
information. Another aspect of the present invention is a system for executing the method of the present 
invention. A third... Claims:We claim:l. A method for improving the handling of personally identifiable 
information, said method comprising:identifying the parties involved in a process of handling personally 
identifiable information;identifying the data involved in said process ;classifying the data;expressing each 

relationship between each pair of said parties in terms of a privacy agreement; and diagrams,wherein:said 

privacy agreement uses a limited number of privacy-related actions concerning said personally identifiable 
information;said privacy agreement expresses rules regarding said privacy-related actions, for each of said 
parties; andsaid privacy agreement is specific to a single purpose. 
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Original Titles:Using an object model to improve handling of personally identifiable information Inventor: 

ADLER S B GILBERT A M PALMER C C SCHNYDER M WAIDNER M Alerting 

Abstract ...set of object classes representing data and rules in information handling is provided in computer. 
Personally identifiable information handling transaction is performed using computer provided with object 
classes. Original Publication Data by Authority ArgentinaPublication No. Inventor name & address :Adler, 

Steven B Gilbert, Arthur M Palmer, Charles Campbell Schnyder, Michael Waidner, Michael 

...Original Abstracts:process could be improved. One aspect of the present invention is a method for handling 
personally identifiable information. Another aspect of the present invention is a system for executing the 
method of the present invention. A third... Claims: We claim: 1. A method for handling personally identifiable 
information, said method comprising: providing in a computer a first set of object classes representing active 

entities in an information-handling process, wherein a limited one object class has said rules associated with 

said data; and handling transactions involving said personally identifiable information, using said computer and 
said object classes. 
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52 345 INFORMATION()PRIVACY 
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[EA] AM; AZ; BY; KG; KZ; MD; RU; TJ; TM; 
Language Publication Language: English 
Filing Language: English 
Fulltext word count: 520275 

Detailed Description: 

...2] "Questionnaire". "HINT" = Hints to accessor that their behavior might need alteration to get / 
maintain access. "Prompts" suggests: alternative files, W5 for behavioral functions. "Morning alarm": 
when user stalls "MOOD" = Accessor... better, intern user is better able to (intuitively) psych themselves 
up in the desirable manner. Use with sporting equipment. Portable version with wireless transmission. 
Also can develop database of user's physical profile. Notes for D2 Diagram's above parts: This focuses 
primarily on the type of behavior access-ba= analyzes= accessor as exhibiting (in response to any 

stimuli= created by sys). The person challenging / uip-tailored to user's needs or situation. 

"GENERATE PASSWORDS" = System(s) generates password / access instructions / type hints. See 
"Change Passwords". -sys studies uip-db / behavior (ba) and gives password more readily remembered 
and difficult for others to guess. -examples: "maneuver": "route" u walks from their private office to 
access point must be redrawn by u to gain access: a] from' location can change, hence System(s) 
"tracks" u (where ever they're (in... 
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Patent Applicant/Patent Assignee: 

. THOMSON GLOBAL RESOURCES 

Landis + Gyr-str. 3, CH-6300 Zug; CH; CH (Residence); IE (Nationality); (For all designated 
states except: US) 

Patent Applicant/Inventor: 

. BLUHM Mark A 

7833 Jenner Avenue S., Cottage Grove, MN 55016; US; US (Residence); US (Nationality) 
. VERREAUX Jon 

7206 65th Street South, Cottage Grove, MN 55016; US; US (Residence); US (Nationality) 
Legal Representative: 

• CLISE Timothy B et al(agent) 

121 So. Eighth Street, Suite 1600, Minneapolis, MN 55402; US; 



Patent 


Country 

WO I 


Number 

200678502 


Kind 

A2-A3 


Date 

20060727 i 


Application 


WO 


2006US747 i 




20060109 i 


Priorities 


us 


2005642351 




20050107 



Designated States: (All protection types applied unless otherwise stated - for applications 2004+) 

AE; AG; AL; AM; AT; AU; AZ; BA; BB; BG; 

BR; BW; BY; BZ; CA; CH; CN; CO; CR; CU; 

CZ; DE; DK; DM; DZ; EC; EE; EG; ES; FI; 

GB; GD; GE; GH; GM; HR; HU; ID; IL; IN; 

IS; JP; KE; KG; KM; KN; KP; KR; KZ; LC; 

LK; LR; LS; LT; LU; LV; LY; MA; MD; MG; 

MK; MN; MW; MX; MZ; NA; NG; NI; NO; NZ; 

OM; PG; PH; PL; PT; RO; RU; SC; SD; SE; 

SG; SK; SL; SM; SY; TJ; TM; TN; TR; TT; 

TZ; UA; UG; US; UZ; VC; VN; YU; ZA; ZM; 

ZW; 

[EP] AT; BE; BG; CH; CY; CZ; DE; DK; EE; ES; 
FI; FR; GB; GR; HU; IE; IS; IT; LT; LU; 
LV; MC; NL; PL; PT; RO; SE; SI; SK; TR; 

[OA] BF; BJ; CF; CG; CI; CM; GA; GN; GQ; GW; 
ML; MR; NE; SN; TD; TG; 



EIC3600 SEARCH RESULTS 



4/16/2009 



[AP] BW; GH; GM; KE; LS; MW; MZ; NA; SD; SL; 
SZ; TZ; UG; ZM; ZW; 



[EA] AM; AZ; BY; KG; KZ; MD; RU; TJ; TM; 
Language Publication Language: English 
Filing Language: English 
Fulltext word count: 3975 

Detailed Description: 

...includes its own set of load monitors that includes its own respective 
shared directory.) 

Primary database 130 and secondary database 140 are redundant or 

mirror-image databases. In some embodiments they are maintained at separate sites to reduce risk of 
catastrophic failure. Although not shown in the Figure, users or subscriber access primary database 130 
using a client device, such as personal computer over a local or wide-area... 
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...data frame. The control unit can also detect the presence of a data frame by use of a shape recognition 
algorithm, as discussed below. 

The system provides the advantage that the database access 

information is provided to the user in a manner that greatly reduces the risk of loss of that information 
or dissociation from the printed images or other output to which it relates. The database access 
information is provided on a final image that is treated like the rest of the final images. With printed 
images, the database access information appears in one of the prints and/or on the same index print ... 
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Language Publication Language: English 
Filing Language: English 
Fulltext word count: 5268 

Detailed Description: 

...interface module 208 will are not deleted by intervention of the clean 
module 222. This reduces the risk of accidental deletion by the clean 
module 222. 

Referring to Figure 4, a flow diagram 400 incorporates one 
embodiment of a method of use of the system 200 of Figure 2. In step 402, 
the method begins. A requesting application, such as the web browser 202 
requests 404 one or more data files 214. The data files 214 are stored in 
the database system 210 and may include... 
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Abstract Word Count: 151 
NOTE: 75 

NOTE: Figure number on first page: 75 
| Legal Status Type |Pub. Date IKind Text | 
Language Publication: English 
Procedural: English 
Application: English 
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Specification: ...or "digital") highway, lileclronic Content 

Ttxlay, virtually anything (hat can be represented by words, numbers, graphics, or system of commands and instructions can 
be formatted into electronic digital information. Television, cable. ..more increments (such as one or more blocks of a 
preidentified nature, e.g., bytes, images, logically related blocks) that form a generally arbitrary, but logical to a user, content 

"deliverable of mixed increment selections (for example, a certain quantity of certain text could mean associated images 

might be discounted by \5 r /l ; a greater quantity of text in the "mixed" increment selection might mean the images are 

discounted 2{)'/< ). Such user selected aggregated information increments can reflect the actual requirements of to the user. 

VD1 I further supports a wide variety of predefined increment types including: 

)s)sby:t.esi 

) ) images. 

) ) content over lime for audio or video, or any other increment that can be identified... said extracted content, such as 
material authored by the extractor and/or content (for example, images, video, audio, and/or text) extracted from one or more 

other VD1 i container objects for parameters related to electronic information content use; (b) different increment units 

(bytes, documents, properties, paragraphs, images, etc.) and/or other organizations of such electronic content; and/or (c) 
different categories of.. .by modifying in a normally undetectable way color frequency and/or the brightness of certain image 
pixels, by slightly modifying certain audio signals as to frequency, by modifying font character formation. ..7 shows an 
example of an electronic appliance; 

l'KHJRH H is a more detailed block diagram of an example of the electronic appliance shown in l'lGURH 7; 

1 KiURI : , 9 is a 1 1 1)- 1 1J show examples of "components" and "component assemblies"; 

l'KHJRi; 12 is a more detailed diagram of an example of the Rights Operating System shown in FKIURK 10; 
1'ICiURi ; I2A shows an example of how "objects" can be created; 

1'ICillRi; 13 is a detailed block diagram of an example the software architecture fora "protected processing environment" 
shown in 1 KHIRi; 12 the IKilJRH 13 protected processing environment to create a channel; 
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l 'KH JRi ; 16 is a block diagram of tin example of a secure data base structure; 
1 KiURI • 17 is an illustration of ('electronic legal contracts; 

('distribution of "content" such as electronic printed matter, video, audio, images and computer programs; and 

(' secure communication of private information such as medical records and. ..rules and controls" are added by the distributor. 

"Rules and controls" can be used to protect the content user's privacy by limiting the information that is reported to other 
VDF participants. As one example, "rules related lo, or consume, distributed information. 

S1H J 600 Internal Architecture 

figure 9 is a detailed diagram of the internal structure.. .externally to an SPU. For example, external RAM may be used: 

(' lo buffer memory image pages and dala slruclures prior lo Ihcir storage in flash memory or on an external and support 

( 'oinpoiienl Based Architecture 

(' processing based on independently deliverable secure components 

('component model of processing control allows different sequential steps thai are reconfigurable based on requirements 

('components card reader, or "flash" memory) organized lo reflect named elements (a "file system") for storing images 

of main memory cells. Most computer systems also include input/output devices such as keyboards... application running on 
a conventional operating system. 

ROS Software Architecture 

Figure 10 is a block diagram of one example of a software structure/architecture for Rights Operating System ("ROS") 602 
provided.. .is handled as a message lo the channel service manager 562. 

Figure 15 is a diagram showing how the preferred embodiment channel services manager 562 constructs a "channel" 594, 
and also... 
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English Abstract: 

...policies and configuring audits of the data communications network (13). The compliance server presents a graphical user 
interface (GUI) to describe the specific data gathering parameters, policies to be analyzed, and... 

Detailed Description: 

...data communications network. According to one embodiment of the invention, this first server 
presents a graphical user interface (GUI) used to describe the specific data gathering parameters, 

policies to be analyzed then be monitored for completion. Another type of recommendation is the 

addition of rules to reduce risk. 

According to one embodiment of the invention, the system includes an engine for identifying active... 
...the appended claims. 

5 

BRIEF DESCRIPTION OF TBE DRAWINGS 

FIG. I is a schematic block diagram of a global network including a prevention-based network security 
audit system according to one embodiment of the invention; FIG. 2 is a block diagram of a compliance 
server according to one embodiment of the 
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0 invention; 

FIG. 3 is a block diagram of a policy lab according to one embodiment of the 
invention; 

FIG. 4 is an exemplary screen shot of a graphics users interface (GUI) for invoking a policy editing and 

policy deployment module according to one test window according to one 

embodiment of the invention; 

5 FIG. 10 is a block diagram of an audit server according to one embodiment of the 
invention; 

FIG. I 1 is a filtering rule according to one 

embodiment of the invention; 

FIG. 12A is a flow diagram of an exemplary process for testing wireless access points 
according to one embodiment of the invention; 

FIG. 13 is a semi- schematic block diagram of a policy analysis process according to 
one embodiment of the invention; 

FIG. 13A is a conceptual layout diagram of an exemplary reference map according to 

1 0 one embodiment of the invention; 
FIG scan results document 

according to one embodiment of the invention; 

FIG. 16 is a flow diagram of an exemplary remediation process executed according to 
one embodiment of the invention; 

FIG. 17 is a block diagram of the logical modules making up a management interface 
according to one embodiment of the to one embodiment of the invention. 

DETAILED DESCRIPTION 
INTRODUCTION 

FIG. I is a schematic block diagram of a global network according to one 

3 0 embodiment of the invention. The global based network security audit system. 

II, COMPLIANCE SERVER 

FIG. 2 is a more detailed block diagram of the compliance server 10 according to one embodiment of 
the invention. According to the compliance server 10. 

0 

III, POLICY LAB 

FIG. 3 is a more detailed functional block diagram of the policy lab 32 according to one embodiment of 
the invention. According to the and rules for increasing network security. 

FIG. 4 is an exemplary screen shot of a graphics users interface (GUI) for invoking the policy editing 
and policy deployment modules 40, 44 according... based on their importance. 

IV, AUDIT SERVER 

FIG. 10 is a more detailed functional block diagram of the audit server 12 according to one embodiment 
of the invention. The audit server determining whether such failure poses a risk to the network. 

FIG. 12A is a flow diagram of an exemplary process for WAP testing according to one embodiment of 
the invention. In provided. 
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5 V, POLICY & VULNERABILITY (P&V) ENGINE 

FIG. 13 is a semi- schematic block diagram of a policy analysis process according to one embodiment 

of the invention. One or more determining whether the matches are 5 indeed semantically 

equivalent. 

FIG. 13A is a conceptual layout diagram of an exemplary reference map 800 according to one 
embodiment of the invention. A person time may also be included into the calculation. 

Remediation Tasks 

FIG. 16 is a flow diagram of an exemplary remediation process executed by the P&V engine 34 in 
conjunction with... invention, the GUI is a web-based interface. 

FIG. 17 is a more detailed block diagram of the logical modules making up the management interface 
30 according to one embodiment of... 



Claims: 

...or any combination of software, hardware or finnware. Furthermore, the steps described in the flow 

diagrams may be implemented in the indicated order, or in any other order recognized by a system 

of claim 1, wherein the first server provides, in response to the determination, a graphical 
representation of a security of the data 2 5 communications network. 

14 The network auditing system network- during the network audit. 

20 The method of claim 16, wherein the machine-processable policy rule is associated with a severity 
meter for violating the rule. 

0 

21 The method of claim 16... 
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Detailed Description: 

...data structures and messaging protocols associated with various legacy systems. Societally, facilitating 
such exchanges involves protecting sensitive information, privacy, and civil liberties interests so as to 
build an environment of trust that encourages sharing... sanitization engine. Many input formats may be 
supported in this regard, including various text and image formats. In the latter regard, the interface 
engine may parse the imaging information ...the present invention in connection with an aviation safety 
application; FIG, 7 is a schematic diagram of a classified information processing and distribution 
system in accordance with the present invention; 

FIG. 8 is a schematic diagram showing an information flow relative to a MAG 

module in accordance with the present invention. ..a Mag format function in accordance with the present 
invention; 

FIG. 15 is a schematic diagram of an ADS module in accordance with the present 
invention; 

FIG. 16 is a schematic diagram of an alternative implementation of an ADS module in 
accordance with the present invention; 

FIG. 17 is a schematic diagram of a further alternative implementation of an ADS 

module in accordance with the present invention guidance system in accordance with the present 

invention; 

FIG. 19 is a flowchart of an image message process in accordance with the present 

invention; 

8 

FIG. ...As illustrated, one result of these analyses may be prevention and interdiction efforts to directly 
reduce or eliminate the risks 102. Additionally, the mission partners 108 may provide analysis, 
warnings and reports to the stakeholders... 18 

list back to the individual sources in raw or sanitized form, depending on the associated policy rules. 
IL Radiant Sanitizer/Guard 

As noted above, the Radiant Trust System includes a Radiant Sanitizer the Radiant Collaborative 

subsystem is described in the following section. 

Fig. 7 is a schematic diagram providing an overview of a sanitizer/guard ...provides a simply invoked 
and powerful utility for both transformations. 
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Fig. 8 provides a schematic diagram of the MAG module functionality. In the illustrated example, the 
MAG module 802 is incorporated... ADS module 716 will now be described. 

B. ADS MODULE 

Fig. 15 is a schematic diagram of the ADS module 1500. The module 1500 

automatically modifies, or sanitizes, formatted data from.. .Figs. 16 and 17 show certain modifications of 
the ADS module for handling messages including images. The components of the modules illustrated in 
Figs. 16 and 17 that correspond to components. ..of tactical information, it is desirable to be able to 
sanitize and distribute messages including images. However, the processing of such image messages 
presents certain challenges. First, image messages include image elements that are not readily 
susceptible to analysis using conventional sanitization rules. In addition, when text and other data 
components are included together with images, there is a need to separate the intelligible data from the 
image components. Image messages also often constitute very large files, e.g., sometimes in excess of 
two gigabytes ...structures of Figs. 16 and 17 include certain modifications to address the needs of 
handling image messages. 

Referring first to Fig. 16, the sanitization module 1600 is illustrated in an exemplary application for 

processing an image message in one standard image messaging format; 

28 

namely, NITF. A goal of the module 1600 is to process NITF... addressee systems. It will thus be 
observed that the large message file including its inscrutable image components is never loaded into 1 0 
running memory. Rather, the message is separated into its inscrutable image components and its 
intelligible data ...allow for processing of all text and other data, but sufficiently small to avoid loading 
image data into running memory. Such a rule is easily executed and the data components that... an 
external addressee system. 

Fig. 17 shows an ADS module 1700 with further modifications for image message handling. In this 
case, again, a script is used to access an NITF file... addressee system. 

Fig. 18 is a flowchart illustrating the sanitization module processing 1800 for handling image messages 
in accordance with the structure of Fig. 17. The process is initiated by receiving... regard, the intelligible 
elements can be moved into running memory while the unintelligible elements including images, 
symbols, and the like continue to reside only on disk. The module then applies (1808... there may be 
documents 2910 representing logistics data, signal intelligence data, terrain data, map data, image data 
and the like, together providing a common operational picture. It will be appreciated that... collaboration 
system 2101 of the present invention permits collaboration between multiple users without requiring that 
images be pasted onto a common "whiteboard" in order for the multiple users collaborate on the... be 
software agents involved in the collaborative process. 

Referring now to Fig. 28, a block diagram of the components of one embodiment of a collaboration 
system 2101 in accordance with the...infon-nation from those data sources 2912. These components are 
based on the United States Imagery and Geospatial 
44 

Services (USIGS) Geospatial and Imagery Access Services (GIAS) Specification. Fig. 43 illustrates the 
high level interaction between libraries, managers and... 
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English Abstract: 

...policy developer studio comprising: a meta-policy core of network objects (601), a policy developer graphical user 
interface (GUI) tool for providing a front end to a policy language (603), an... 

Detailed Description: 

...why access is being 

granted or denied to particular resources and may lead to unintentional 
breaches of security. 

A way to reduce or eliminate the confusion described above is by providing a user-friendly and, yet, 
rigorous.. .A policy developer studio comprising: a meta-policy core of network objects, a policy 
developer graphical user interface (GUI) tool for providing a front end to a policy language, an output... 
...readable form is provided. 

7 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a schematic diagram showing the relationship of elements of the 
Policy Monitoring System, according to the invention; 

Fig. 2 is a schematic diagram of,a protocol event according to the invention; Fig. 3 is a schematic 

diagram of a disposition according to the invention; 

Fig. 4 is a schematic diagram of communicating parties according to the 

invention; 

Fig. 5a is a schematic diagram of a network event, comprising protocol events at different protocol 

layers, having an associated network outcomes and, finally, a 

final disposition for the network event; 

Fig. 6 is a schematic diagram of the preferred embodiment of a policy 
developer studio according to the invention; 
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Fig. 7 is a schematic diagram of meta-policy objects and their associations 

according to the invention; 

8 

Fig. 8 is.. .A policy developer studio comprising: a meta-policy core of network objects, a policy 
developer graphical user interface (GUI) tool for providing a front end to a policy language, an output... 
...section entitled, An Exemplary Policy Developer System, herein below. 

Overview 

Fig. 1 is a schematic diagram showing the relationship of elements of the Policy Monitoring System 
100, according to the preferred... of security violations involving one or both of the principals. 

Fig. 4 is a schematic diagram of communicating parties according to the 
22 

invention; wherein an initiator host machine 141 attempts... section defines what to do with the protocol 
(or 

network) 103 event if the current policy rule is applied to the protocol 

event. That is, if the rule is selected by the Policy Engine... Policy Compiler (Fig. 1, 106). In one 
embodiment, said compilation step is incorporated into a graphical policy editor, such that it is 

incorporated into said policy specification step. In another embodiment Engine 101 for evaluation of 

one or many network events 103, or back into the graphical policy editor for visualization and further 
refinement. 

Evaluation of Rules 

This section describes how policy security administrator uses the annotated specification 

language 109 using a visual tool, such as a graphical policy editor to 

determine how the policy rules are interrelated, their hierarchical relationships and how... protocol event 
the Policy Engine 101 selects a policy rule applicable to that event. Every policy rule is associated with 

a specific protocol and action or a set of protocols and actions. Therefore only event. The specificity 

of a policy rule is determined by the specificity of the credentials associated with the policy rule , as 

well as the specificity of the rule's protocol, action and prerequisite specifiers. For guidelines for 

good policy development that minimize herein above ambiguities. 

Fig. 5a is a schematic diagram of the preferred embodiment in which a 

network event 103 comprises M protocol events at ...In the preferred embodiment when an immediate 
outcome does not produce a 

final disposition the associated selected policy rule becomes a pending policy rule for the related 

network event (507). The Policy Engine 1... policy by the Policy Engine 101. It is intended to incorporate 

the guidelines into a graphical policy editing invention using 

wizards, policy templates and other Ul mechanisms that among other uses... In the 

preferred embodiment of the invention, the policy developer studio comprises a policy developer 

graphical user interface (GUI) tool that provides a front end 

to the policy language of patent embodiment of the policy developer studio is described with 

reference to Fig. 6, a schematic diagram of a policy developer studio 600 according to the invention. At 
the center of the diagram and at the core of the studio is a meta-policy core object 601 comprising... and 
are within scope of the invention. 
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The preferred embodiment of the invention provides a graphical user interface 
(GUI) tool 603 that represents, among other items, the network-related 

1 0.. .network security policy is described with reference to Fig. 7. Fig. 7 is a schematic diagram of 
meta-policy objects and their associations according to the invention. At the center of the diagram is a 
rheta-policy 601. Solid lines 

without arrows represent associations and/or containments. A... Policy Developer Application User 
Interface 

The preferred embodiment of the policy developer system provides a 

graphical user interface, the policy developer GUI, to the meta-policy. Such policy developer GUI 

comprises... view is a simplified view of the network as 

compared to the typical contemporary network diagram. The subnet pane 

naturally allows interest in subnet addresses and network address translation (NAT) in connection 

objects according to the invention. 

An advantage of adding specific details to the subnet diagram, such as 

depicted in Fig. 1 1 , for example, is that such added details allow a monitored net across routers and 

firewalls that are performing NAT. 

Icons on the subnet diagram, such as depicted in Fig. 1 1, may be selected 
and dragged to improve the aesthetics of the diagram. While an icon is 
dragged, its connections to other components are maintained. 

Each icon has explicitly defined within the 

current policy, and, therefore, is the only Internet object per subnet 
diagram; 

Subnet object, for representing a collection of IP subnets. The following information about the 
subnet.. .tab. o"Intranet" 
* "Extranet" 

This classification changes the color 
of the subnet in the Subnet diagram 
125 

and the nesting of the subnet under 
"Intranef or "Extranet' in the Hosts 
window... 



Claims: 

...implementation of said network security 
policy. 

2 The system of Claim 1, further comprising: 

a <B>graphical</B> user interface tool for manipulating said meta-policy. 

3 The system of Claim 1 , wherein of said network 

security policy. @ 

9 The method of Claim 8, further comprising: 

providing a <B>graphical</B> user interface tool for manipulating said metapolicy. 

10 The method of Claim 8, wherein said... 
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Detailed Description: 

...why access is being 

granted or denied to particular resources and may lead to unintentional 
breaches of security. 

A way to reduce or eliminate the confusion described above is by providing a user-friendly and, yet. 
rigorous. ..deviate from those patterns. 

1 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a schematic diagram showing the relationship of elements of the 
Policy Monitoring System, according to the invention; 

Fig. 2 is a schematic diagram of a protocol event according to the invention; Fig. 3 is a schematic 

diagram of a disposition according to the invention; 

Fig. 4 is a schematic diagram of communicating parties according to the 

invention: 

Fig. 5a is a schematic diagram of a network event, comprising protocol events at different protocol 
layers, having an associated network for the network event. 

DETAILED DESCRIPTION OF THE INVENTION 
Overview 

Fig. 1 is a schematic diagram showing the relationship of elements of the Policy Monitoring System 
100, according to the prefer red... of security violations involving one or both of the principals. 

Fig. 4 is a schematic diagram of communicating parties according to the 

invention; wherein an initiator host machine 141 attempts to. ..section defines what to do with the 
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protocol (or 

network) 103 event if the current policy rule is applied to the protocol 

event. That is, if the ru le is ... Policy Compiler (Fig. 1 1 106). In one embodiment, said compilation step 
is incorporated into a graphical policy editor, such that it is incorporated into said policy specification 

step. In another embodiment Engine 101 for evaluation of one or many network events 103, or back 

into the graphical policy editor for visualization and further refinement. 

Evaluation of Rules 

This section describes how policy security administrator uses the annotated specification 

language 109 using a visual tool, such as a graphical policy editor to 

determine how the policy rules are interrelated, their hierarchical relationships and how. ..protocol event 
the Policy Engine 101 selects a policy rule applicable to that event. Every policy rule is associated with 

a specific protocol and action or a set of protocols and actions. Therefore only event. The specificity 

of a policy rule is determined by the specificity of the credentials associated with the policy rule . as 
well as the specificity of the rule's protocol, action and prerequisite specifiers. For.. .guidelines for good 
policy development that minimize herein above ambiguities. 

Fig. 5a is a schematic diagram of the preferred embodiment in which a 

network event 103 comprises M protocol events at. ..In the preferred embodiment when an immediate 
outcome does not produce a 

final disposition the associated selected policy rule becomes a pending policy rule for the related 
network event (507). The Policy Engine 1 ... policy by the Policy Engine 101 . It is intended to 
incorporate the guidelines into a graphical policy editing invention using 
wizards, policy templates and other Ul mechanisms that among other uses... 



Claims: 

. . .events by using said 

associated predefined protocol layers;means for Policy Engine to select a <B>policy</B> <B>rule</B> 
<B>associated</B> with each ofsaid plurality of protocol events, using a specificity of said policy 
rule. ..credential, comprising the steps of:selecting a first set of rules from said plurality of 
<B>policy</B> <B>rules</B>. such thateach rule is <B>associated</B> with said Agent;selecting a 
second set of rules from said first set of rules.. .a policy violation;CONTINUE; andOK. 
60 A method for processing an outcome of a policy rule associated with a 
protocol event of a network event, comprising the steps of: if said outcome... 
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Detailed Description: 

...of the invention with reference to the drawings, in which. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
invention; 

Figure 2 illustrates an chain in accordance with an embodiment of the present invention; 

Figure 12 is a block diagram of an exemplary telecommunications system in accordance with a 
preferred embodiment; 

Figure 13 shows a block diagram of the Network Data Management in accordance with a 
preferred embodiment; 

Figure 14 is a Network Data Management process in accordance with a 

preferred embodiment; 

Figure 15 shows a block diagram of the Customer Interface Management Process in. accordance 
with a preferred embodiment; 

Figure 16 is Customer Interface Management Process in accordance 

with a preferred embodiment; 

Figure 17 shows a block diagram of the Customer Quality of Service Management Process in 
accordance with a preferred embodiment; 

Figure of Service Management Process in 

accordance with a preferred embodiment; 

Figure 19 shows a block diagram of the Service Quality Management in accordance with a 
preferred embodiment; 

Figure 20 is a Service Quality Management Process in accordance with a 

preferred embodiment; 

Figure 21 shows a block diagram of the Problem Handling Process in accordance with a 

preferred embodiment; 

6 

Figure 22 is Problem Handling Management Process in accordance 

with a preferred embodiment; 

Figure 23 shows a block diagram of the Rating and Discounting Process in accordance with a 
preferred embodiment; 

Figure 24 is Rating and Discounting Process in accordance with a 

preferred embodiment; 

Figure 25 shows a block diagram of the Invoice and Collections Process in accordance with a 
preferred embodiment; 

Figure 26 is over a hybrid network in 

accordance with a preferred embodiment; 

Figure 28 is a block diagram of an exemplary computer system, in accordance with a preferred 
embodiment; 
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Figure 29 illustrates the formats in accordance 

with a preferred embodiment; 
7 

Figures 36 and 37 are control flow diagrams illustrating the conditions under which a switch uses 
the expanded record format in accordance with a preferred embodiment; 

Figure 38 is a control flow diagram illustrating the Change Time conimand in accordance with a 
preferred embodiment; 

Figure 39 is a Savings Time command in 

accordance with a preferred embodiment; 

Figure 40 is a control flow diagram illustrating the Network Call Identifier (NCID) switch call 
processing in accordance with a preferred embodiment; 

Figure 41 is a control flow diagram illustrating the processing of a received Network Call 
Identifier in accordance with a preferred embodiment; 

Figure 42 is a control flow diagram illustrating the generation of a Network Call Identifier in 
accordance with a preferred embodiment; 

Figure 43 is a control flow diagram illustrating the addition of a Network Call Identifier to a call 

record in accordance with in accordance with a 

preferred embodiment of the present invention; 

Figure 46 is a block diagram showing a Fault Management component in accordance with a 

preferred embodiment of the present invention in accordance with a preferred embodiment of the 

present invention. 

Figure 53 is a block diagram of a Web Architecture Framework in accordance with one 
embodiment of the present invention; 

Figure... services in accordance with one embodiment of the present invention. 

Figure 86 is a flow diagram depicting considerations to be taken into consideration when 

identifying the core technologies to be used the eCommerce Application Framework; 

Figure 99 illustrates a simple personalization process; 

Figure 100 is a graphical depiction of extents of personalization; 

Figure 101 illustrates a content catalog that can be used.. .a new market maker 

quotation from the bandwidth market system; 

Figure 141 is a block diagram of a bill pay system relying on postal mailed payments; Figure 142 is a 

block system wherein consumers pay bills using a bill pay 

16 

Figure 143 is a block diagram of a bill pay system where billers initiate automatic debits from 
consumers'bank accounts; and environment for electronic content. 

17 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Figure 1 is a schematic diagram of one possible hardware implementation by which the present 
invention may be camied out. As... system. 

Objects can represent elements of the computer-user environment such as windows, menus or graphics 
objects. 
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An object can represent an inventory, such as a personnel file or a table ...by the operating system to 

perform certain tasks, but 

22 

one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the... 101 will shrink as a percentage of total traffic, while other fornis 
of information including image atid video will greatly increase. Even when compressing is available, the 
bandwidth requirements for both inside and outside building networks will need to be greatly expanded. 

Text files and images can be sent over existing packet-based networks because the delivery of this 
information is. ..of information, there are at least two types of display methods. The first is for graphic 
intensive presentations and the second is for nomadic use, such as field teclirticiaris. The first... center 
1218 receives one billing block ftom each switch 
70 

Figure 13 shows a block diagram of the Network Data Management 1300 in accordance with a 1 0 

preferred embodiment of... completion notification, quality of 

72 

based on the event received. 

Figure 19 shows a block diagram of the Service Quality Management 1304 in accordance with a 
preferred embodiment of the present process to which to send the generated data is identified. 

Figure 21 shows a block diagram of the Problem Handling Process 1502. The Problem Handling 
Process receives information from the Customer... it to the appropriate destination. The media transferred 
over the network may be telephony data, image data, or any 
75 

In a second step 2702, events are generated based on the... representation of the CDR and PNR call 
record formats. Figures 30 and 31 show a graphical representation of the ECDR and EPNR call record 
formats. Figure 32 shows a graphical representation of the OSR and POSR call record format. Figures 
33 and 34 show a graphical representation of the EOSR and EPOSR call record formats. Figure 35 
shows a graphical representation of the SER record fori-nat. 

The CDR and PNR, and thereby the ECDR and... which categorizes the numerous messages that the 
hybrid network generates. 

Figure 46 is a block diagram showing a Fault Management component 4600 in accordance with a 
preferred embodiment of the present... agreements. 

Service level agreement information is generally provided to the Proactive Tfireshold Manager by the 
rules database which contains most pertinent subscriffier information. 

In a sensing step 4706, the Proactive Threshold... of information, there are at least two types of display 
methods. The first is for graphic intensive presentations and the second is for nomadic use, such as field 
technicians. The first ...incorporates the data gathering and transaction processing capabilities of 
conventional automated teller machines with video, graphics, audio and printer operations. Interactivity 
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with the customer is governed by a software system through... in an appropn'ate manner to the user. For 
example, the client browser program displays graphical image infori-nation as images on the user's 
graphical display screen; plays video information as video animation on the user' s graphical display 
screen; displays text information as text on the user's screen; and plays sound... portion of the screen 
occupies a small part of the screen, such as honizontally scrolling image region at the top or bottom of 
the display and the remainder of the screen... personalize applications and content. 

DISCUSSION FORUMS AND NEWSGROUPS 

Securely handles all media types (e.g. graphics, audio, etc.) 

Links to web pages for easy access to published documents 

Facilitates discussions across of newsgroups to which users can subscribe. 

Sending and receipt of all media types, including graphics, audio, streaming video, and the flke is 
permitted. A user may also participate in discussions... automatically processes interactive online fonris 
Displays and analyzes real time survey reports in text and graphic format 
Downloads collected information for offline needs 

The customer relationship management component of the present to access results from web 

browsers. Survey results are analyzed and displayed in text and graphic format. Optionally, users may 
be pennitted to view current survey results, such as reprots. Finally... 



Claims: 

...and escalate Trouble reportrL. 

Performance Trouble reportlj handling 1302(OoS & SLA) Ensure a consistent 
<B>image</B>Monitaring and ecure use o systePerformanceFinance and Customer OOcomplaints A AL 
erf ormance... Figure 929402DISPLAYING INFORMATION OF A PRODUCT INCLUDING AT 
LEASTONE OF PRODUCT SPECIFICATIONS, <B>GRAPHICS</B>, VIDEO 
<B>IMAGES</B>,DIGITAL SAMPLES, AND INVENTORY AVAILABILITY9404PROVIDING A 
SEARCH MECHANISM FOR SEARCHING FOR ITEMSSIMILAR... 
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...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (GUI). Mosaic3s graphical user interface was simple to 

learn yet powerful. The Mosaic browser allows a user to thereof Such description makes reference to 

the annexed drawings wherein. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
invention; 

Figure 2 is a flow diagram illustrating a high level overview of an architecture; 

Figure 3 shows the dependencies of three delivery vehicle matrix; 

Figure 5 illustrates a Delivery Vehicle Cube; 

Figure 6 is a flow diagram depicting considerations to be taken into consideration when 

identifying the core technologies to be used in accordance with one 

embodiment of the present invention; 

Figure 1 1 is a detailed diagram of some of the components of the Netcentric Architecture 

Framework found in Figure 10; 

4 

Figure 12 is a detailed diagram of other components of the Netcentric Architecture Framework 
found in Figure 10; 

Figure 13 illustrates... flow, and/or user interface designs to a User 
Interface Component; 

Figure 40 is a diagram of an Application Model which illustrates how the different types of 

Partitioned Business Components might environment; 

7 

Figure 52 illustrates a business process to object mapping; 

Figure 53 is a diagram which illustrates a graph of resilience to change; Figure 54 illustrates a flowchart 

for a class in accordance with an embodiment of the present invention; 

Figure 56 illustrates a class diagram of the batch job hierarchy; 

Figure 57 illustrates an object interaction graph of a possible implementation of the class 
diagram of Figure 56; 

Figure 58 illustrates a flowchart for a method for controlling access to. ..a request that returns a large 

amount of data; 

II 

Figure 98 shows a graphical depiction of a paging communication pattern; 

Figure 99 illustrates a message trace diagram showing the interactions between a Client and a Server 
using Paging Communication to satisfy the. ..device, a desktop 
PC, and a telecommunications device; 

Figure 125 illustrates an activity entity relationship diagram; 
Figure 126 illustrates a roles and responsibilities diagram; 

Figure 127 illustrates a typical implementation between a user interface and its activity; Figure 128... 

...129 illustrates widgets with their validation requirements; 

Figure 130 illustrates a user interface validator association diagram ; 

Figure 131 illustrates a validation rule class diagram; 

Figure 132 illustrates a rule validation interaction diagram; 

14 

Figure 133 illustrates a flowchart for a method for assigning a view to an successful in 

accordance with an embodiment of the present invention; 
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Figure 137 illustrates an operation diagram depicting an example of pre-conditions and post 
conditions; 

Figure 138 illustrates a flowchart for in accordance with an embodiment of the 

present invention; 

Figure 153 illustrates a component interaction diagram showing an interaction between a number 
of components in a financial system; 

Figure 154 illustrates a user manger/user context relationship diagram; 

Figure 155 illustrates a flowchart for a method for translating an object attribute to and other related 

objects 

using the multi object fetch results; 
17 

Figure 169 is an interaction diagram showing when the multi object fetch is not used; Figure 170 
illustrates a flowchart for... system. 

Objects can represent elements of the computer-user environment such as windows, menus or graphics 
objects. 

An object can represent an inventory, such as a personnel file or a table... problems with a program that 
executed in just I 0 one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the. ..across different platforms or protocols. 

The use of architecture frameworks during analysis and design can reduce the risks of an IT solution. It 
should improve development productivity through reuse, as well as the... presentation of data (text, 
sound, video, etc.). 

The ability to digitize, organize, and deliver textual, graphical and other information (e.g., video, audio, 
etc.) in addition to traditional data to a. ..logical areas is provided below. See also Figures 1 1 and 12, 
which are detailed diagrams of the components of the Netcentric Architecture Framework found in 
Figure 10. 

Netcentric Computing Top... can reside on both client and server. Clients are typically PCs or 
Workstations with a graphical user interface running in a Web browser. Servers are usually 

implemented on UNIX, NT or of a character-based interface. That is, it allows PC-based clients to 

introduce a graphical user interface (GUI) into the application environment. 

Allows rapid development 66 out-of-the-box... operating system, the Window System Services provide 
the base functionality for creating and managing a graphical user interface (GUI) — detecting user 

actions, managing windows on the display, and displaying information in desktop allowing you to 

place documents on the desktop, launch applications by clicking on a graphical icon, or discard files by 

dragging them onto a picture of a waste basket. Most 3270-style field used to display or input textual 

data, or it may be a graphical field such as a check box, a list box or an image. Form Services provide 
support for. 

Display - support the display of various data types (e.g. ..to determine how well the product integrates 
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with other design and development tools, presentation services (graphics, multi-media, etc.), data access 
services (databases and database API libraries), distribution services (distributed TP. ..server 
development tools such as Visual Basic and PowerBuilder do not provide specific services for graphical 
navigation, but the effect can be recreated by selecting (i.e., clicking on) graphical controls, such as 
picture controls or iconic push-buttons, programmed to launch a particular window. 

A major advantage of the graphical user interface is the fact that it allows multiple windows to be open 

at one and interact with applications and documents made up of varying data types, such as text, 

graphics, and audio. These services also provide support for navigation within and across documents no 

matter can be used to control the positioning and formatting of a document's text and images. SGML 

is used for large, complex, and highlystructured documents that are subject to frequent revisions 
headings, lists, paragraphs, tables, electronic forms, in-line images (images next to text), and hypertext 
links. Enhancements to the original HTML 1.0 specification include banners, the applet tag to support 
Java, image maps, and text flow around images. 

The WK also approved the specification for version 4.0 of HTML 

(http://www.w3 called the Document Object 

79 

Model DOM The DOM categorizes Web page elements— including text, images, and links-as objects 

and specifies the attributes that are associated with each object. The Language (VRML-pronounced 

"ver-mul"). VRML is technically not a markup language because it uses graphical rather than text- 
based file formats. 

In order to create 3-D worlds and objects with VRML, users need a VRML editor such as Silicon 
Graphics' Cosmo Worlds (http:Hcosmo.sgi.com/products/studio/worlds). To view VRML content, 
users need plug-in for standard HTML browsers. 

Leading VRML plug-ins include Cosmo Player from Silicon Graphics 
(http://vn-nl.sgi.com/cosmoplayer), Liquid Reality from Microsoft's DimensionX subsidiary 
(http://www... animated objects and supports hyperlinks to multimedia formats such as audio clips, 
video files, and graphical images. As users maneuver through VRML worlds, the landscape shifts to 

match their movements and give based documents that included headings, bulleted lists, and 

hyperlinks to dynamic pages that support rich graphic images and virtual reality. So what next for the 

Web? The answer resides in a Synchronized The language enables Web authors to sort multimedia 

content into separate audio, video, text, and image files and streams which are sent to a user's browser. 
The SMIL tags then be created out of smaller, less bandwidth-consuming components. 

Implementation considerations 

Many features such as graphics, frames, etc. supported by Web Browsers today were not available in 

initial releases. Furthermore, with to Visual C++, VJ++ allows the 

construction of Java and ActiveX applications through an integrated graphical development 
environment. 

IBM VisuatAge for Java - a product similar to VisualAge for Smalltalk, VJ++ allows the construction of 
Java applications through an integrated graphical development environment. It supports JavaBeans. 
Used by Eagle team for the 
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Eagle JavaBeans reference application... The HTML standard and popular browsers provide hyperlinking 
services for non-text items such as graphics. 

Image May is also similar to the hypertext menu above, but selections are represented as a series of 
pictures. A further evolution of the image map menu is to display an image depicting some place or 

thing (e.g., a picture of a bank branch with tellers Virtual Reality - A virtual reality or a virtual 

environment interface takes the idea of an image map to the next level by creating a 3-dimensional (3- 

D) environment for the can create a more user-friendly interface, enabling the user to find 

information faster. 

An image map menu can be useful where all users share some visual model for how business... 
...engaging, but also painfully slow if even a moderate speed communications connection is required. 
Additional Image Map Services are required to map the location of user mouse clicks within the image 
to the corresponding page or window which is to belaunched. 

89 

Exemplary products that may be used to implement this component include Silicon Graphics Open 
Inventor; VREAM VRCreator; DimensionX Liquid Reality. 

There are many toolkits and code libraries available to speed development of applications utilizing 
Reality services. Below are some representative products. 

Silicon Graphics Open Inventor - an object-oriented 3-D toolkit used to build interactive 3-D graphics 

using objects such as cameras, lights and 3-D viewers; provides a simple event model and on-screen 

previewing of paper or photographic documents which contain screen data, application data, graphics or 
images . 

Implementation considerations 

Printing services must take into consideration varying print scenarios common in Netcentric 
environinents, including: varying graphics/file types (Adobe PDF, GIF, JPEG), page margins and 
breaks, HTML constructs including tables and... is important to consider how well a product integrates 
with desktop tools (word processing, spreadsheet, graphics etc.) and application development programs. 
These items can be used to extend the capabilities of... Depending on the configuration (real time vs. 
nightly replication, etc.), there is a potential to reduce communications costs since the data access is 
local. 

Is scalability an issue? 

With users, data users do not have to remotely access the master database. This is especially true for 

image and document data which cannot be quickly accessed from a central site. Making automatic 
copies. ..as a collection of objects potentially of different types (e.g., structured data, unstructured data, 
images, multimedia) a business user deals with. An individual document might be a table created 
using... created by others. Documents can be comprised of many different data types, including text, 
charts, graphics, or even audio and video. 

Security 1410 

Documents should be accessed exclusively through the document... acceptance as the Internet 



EIC3600 SEARCH RESULTS 



59 



4/16/2009 



mechanism for sending E-mail containing various multimedia parts, such as images, audio files, and 
movies. S/MIN4E, or secure MIME adds encryption and enables a secure... by the client. 

Implementation considerations 

ible, Application Integration Interfaces should make use of the Component Model 
Where possi 

defined by the project to broker information (i.e. OLE/COM interfaces) as... manually searching for 
content they want and "pulling" it back to the desktop via a graphical browser. But in the push model, 

on which subscription servers are based on, content providers These services are responsible for 

collecting, processing, formatting, and writing report information (for example, data, graphics, text). 

Report Distribution Services. These services are responsible for printing, or otherwise distributing, the 
reports... Collect the information. This function is responsible for collecting the information (for 
example, data, text, image, graphics) that is required for the report. This function would 'lize the 
Information Access Services component... itself would provide support for online preview of reports 
through software located on the intelligent . Graphical User Interface: The architecture should provide 
users with a graphical user interface. 

7. ...built from low-level user interface controls. The reason for the dashed arrow in the diagram above 

is a subtle one. It points to the fact that earlier in the development complete sense given their direct 

tie to user controlled business processes. 

Figure 40 is a diagram of the Eagle Application Model which illustrates how the different types of 
Partitioned Business Components... 
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Detailed Description: 

...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (GUI). Mosaic's graphical user interface was simple to 

learn yet powerful. The Mosaic browser allows a user to thereof Such description makes reference to 

the annexed drawings wherein. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
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invention; 

Figure 2 is a flow diagram illustrating a high level overview of an architecture; 

Figure 3 shows the dependencies of three delivery vehicle matrix; 

Figure 5 illustrates a Delivery Vehicle Cube; 

Figure 6 is a flow diagram depicting considerations to be taken into consideration when 

identifying the core technologies to be used in accordance with one 

embodiment of the present invention; 

Figure I 1 is a detailed diagram of some of the components of the Netcentric Architecture 

Framework found in Figure 10; 

4 

Figure 12 is a detailed diagram of other components of the Netcenthic Architecture Framework 
found in Figure 10; 

Figure 13 illustrates... flow, and/or user interface designs to a User 
Interface Component; 

Figure 40 is a diagram of an Application Model which illustrates how the different types of 

Partitioned Business Components might environment; 

7 

Figure 52 illustrates a business process to object mapping; 

Figure 53 is a diagram which illustrates a graph of resilience to change; Figure 54 illustrates a flowchart 

for a class in accordance with an embodiment of the present invention; 

Figure 56 illustrates a class diagram of the batch job hierarchy; 

Figure 57 illustrates an object interaction graph of a possible implementation of the class 
diagram of Figure 56; 

Figure 58 illustrates a flowchart for a method for controlling access to. ..a request that returns a large 
amount of data; 
1 1 

Figure 98 shows a graphical depiction of a paging communication pattern; 

Figure 99 illustrates a message trace diagram showing the interactions between a Client and a Server 

using Paging Communication to satisfy the device, a desktop 

PC, and a telecommunications device; 

Figure 125 illustrates an activity entity relationship diagram; 
Figure 126 illustrates a roles and responsibilities diagram; 

Figure 127 illustrates a typical implementation between a user interface and its activity; Figure 128... 

...129 illustrates widgets with their validation requirements; 

Figure 130 illustrates a user interface validator association diagram ; 

Figure 131 illustrates a validation rule class diagram; 

Figure 132 illustrates a rule validation interaction diagram; 

1 4 

Figure 133 illustrates a flowchart for a method for assigning a view to successftll in 

accordance with an embodiment of the present invention; 

Figure 137 illustrates an operation diagram depicting an example of pre-conditions and post 
conditions; 

Figure 138 illustrates a flowchart for in accordance with an embodiment of the 

present invention; 

Figure 153 illustrates a component interaction diagram showing an interaction between a number 
of components in a financial system; 
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Figure 154 illustrates a user manger/user context relationship diagram; 

Figure 155 illustrates a flowchart for a method for translating an object attribute to and related 

objects 

using the multi object fetch results; 
1 7 

Figure 169 is an interaction diagram showing when the multi object fetch is not used; Figure 170 
illustrates a flowchart for...O Objects can represent elements of the computer-user environment such as 
windows, menus or graphics objects. 

An object can represent an inventory, such as a personnel file or a table... problems with a program that 
executed in just I 0 one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the. ..across different platforms or protocols. 

The use of architecture frameworks during analysis and design can reduce the risks of an IT to solution. 
It should improve development productivity through reuse, as well as... presentation of data (text, sound, 
video, etc.). 

The ability to digitize, organize, and deliver textual, graphical and other information (e.g., video, audio, 
etc.) in addition to traditional data to a. ..logical areas is provided below. See also Figures 1 1 and 12, 
which are detailed diagrams of the components of the Netcentric Architecture Framework found in 
Figure 10. 

Netcentric Computing Top... can reside on both client and server. Clients are typically PCs or 
Workstations with a graphical user interface running in a Web browser. Servers are usually 

implemented on UNIX, NT or of a character-based interface. That is, it allows PC-based clients to 

introduce a graphical user interface (GUD into the application environment. 

Allows rapid development "out-of-the-box" 
Decreased... for specific talents in each tier. 

Allowsfor asynchronous and standardized messaging - The enhanced client/server model is really a 

superset of the RPC -based function shipping model which provides features such operating system, 

the Window System Services provide the base functionality for creating and managing a graphical user 
interface (GUI) — detecting user actions, managing windows on the display, and displaying information 

in desktop allowing you to place documents on the desktop, launch applications by clicking on a 

graphical icon, or discard files by dragging them onto a picture of a waste basket. Most 3270-style 

field used to display or input textual data, or it may be a graphical field such as a check box, a list box 
or an image. Form Services provide support for. 

70 

Display - support the display of various data types (e...to determine how well the product integrates with 
other design and development tools, presentation services (graphics, multi-media, etc.), data access 
services (databases and database API libraries), distribution services (distributed TP. ..server 
development tools such as Visual Basic and PowerBuilder do not provide specific services for graphical 
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navigation, but the effect can be recreated by selecting (i.e., clicking on) graphical controls, such as 
picture controls or iconic push-buttons, 1 5 programmed to launch a particular window. 

A major advantage of the graphical user interface is the fact that it allows multiple windows to be open 

at one and interact with applications and documents made up of varying data types, such as text, 

graphics, and audio. These services also provide support for navigation within and across documents no 

matter can be used to control the positioning and formatting of a document's text and images. SGML 

is used for large, complex, and highly 
78 

structured documents that are subject to Basic features supported by HTML include headings, lists, 

paragraphs, tables, electronic fon-ris, in-line images (images next to text), and hypertext links. 
Enhancements to the original HTML 1.0 specification include batmers, the applet tag to support Java, 
image maps, and text flow around images. 

The W3C also approved the specification for version 4.0 of HTML 

(http://www. ... specification called the Document Object Model DOM The DOM categorizes Web page 
elements-including text, images, and links— as objects and specifies the attributes that are associated 

with each object. The Language (VRML— pronounced "ver-mul"). VRML is technically not a 

markup language because it uses graphical rather than text-based file formats. 

In order to create 3-D worlds and objects with VRML, users need a VRML editor such as Silicon 
Graphics' Cosmo Worlds (http:Hcosmo.sgi.com/products/studio/worlds). To view VRML content, 
users need in for standard HTML browsers. 

81 

Leading VRML plug-ins include Cosmo Player from Silicon Graphics 
(http:Hvrml.sgi.com/cosmoplayer), Liquid Reality from Microsoft's DimensionX subsidiary 

(http:Hwww. micro soft animated objects and supports hyperlinks to multimedia formats such as 

audio clips, video files, and graphical images. As users maneuver through VRML worlds, the landscape 

shifts to match their movements and give based documents that included headings, bulleted lists, and 

hyperlinks to dynamic pages that support rich graphic images and virtual reality. So what next for the 

Web? The answer resides in a Synchronized The language enables Web authors to sort multimedia 

content into separate audio, video, text, and image files and streams which are sent to a user's browser. 
The SMEL tags then created out of smaller, less bandwidth-consuming components. 

82 

Implementation considerations 

Many features such as graphics, frames, etc. supported by Web Browsers today were not available in 
initial releases. Furthermore, with to Visual C++, VJ++ allows the 

construction of Java and ActiveX applications through an integrated graphical development envirom- 
nent. 

IBM VisualAge for Java - a product similar to VisualAge for Smalltalk, VJ++ allows the construction of 
Java applications through an integrated graphical development environment. It supports JavaBeans. 
Used by Eagle team for the 

Eagle JavaBeans reference application... The HTML standard and popular browsers provide hyperlinking 
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services for non-text items such as graphics. 

Image N14p is also similar to the hypertext menu above, but selections are represented as a series of 
pictures. A further evolution of the image map menu is to display an image depicting some place 
...Virtual Reality - A virtual reality or a virtual environment interface takes the idea of an image map to 

the next level by creating a 3-dimensional (3-D) environment for the can create a more user-friendly 

interface, enabling the user to find information faster. 

An image map menu can be useful where all users share some visual model for how business... 
...engaging, but also painfully slow if even a moderate speed communications connection is required. 
Additional Image Map Services are required to map the location of user mouse clicks within the image 
to the corresponding page or window which is to belaunched. 

Exemplary products that may be used to implement this component include Silicon Graphics Open 
Inventor; VREAM VRCreator; DirnensionX Liquid Reality. 

There are many toolkits and code libraries available to speed development of applications utilizing 
Reality services. Below are some representative products. 

90 

Silicon Graphics Open Inventor - an object-oriented 3-D toolkit used to build interactive 3-D graphics 

using objects such as cameras, lights and 3-D viewers; provides a simple event model and on-screen 

previewing of paper or photographic documents which contain screen data, application data, graphics or 
images . 

Implementation considerations 

Printing services must take into consideration varying print scenarios common in Netcentric 
environments, including: varying graphics/file types (Adobe PDF, GIF, JPEG), page margins and 

breaks, HTML constructs including tables and is important to consider how well a product integrates 

with desktop tools (word processing, spreadsheet, graphics etc.) and application development programs. 
These items can be used to extend the capabilities of... Depending on the configuration (real time vs. 
nightly replication, etc.), there is a potential to reduce communications costs since the data access is 
local. 

Is scalability an issue? 

With users, data users do not have to remotely access the master database. This is especially true for 

image and document data which cannot be quickly accessed from a central site. Making automatic 
copies. ..as a collection of objects potentially of different types (e.g., structured data, unstructured data, 
images, multimedia) a business user deals with. An individual document might be a table created 
using... created by others. Documents can be comprised of many different data types, including text, 
charts, graphics, or even audio and video. 

Security 1410 

Documents should be accessed exclusively through the document... acceptance as the Internet 
mechanism for sending E-mail containing various multimedia parts, such as images, audio files, and 
movies. S/l 
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4E, or secure MIME adds encryption and enables... manually searching for content they want and 
"pulling" it back to the desktop via a graphical browser. But in the push model, on which subscription 

servers are based on, content providers These services are responsible for collecting, processing, 

formatting, and writing report information (for example, data, graphics, text). 

Report Distribution Services. These services are responsible for printing, or otherwise distributing, the 
reports... Collect the information. This ftinction is responsible for collecting the information (for 
example, data, text, image, graphics) that is required for the report. This function would utilize the 
Information Access Services component... would provide support for online preview of reports through 
software located on the intelligent 6. Graphical User Interface: The architecture should provide users 
with a graphical user interface. 

7. Bilingual Support: For companies where two or more languages are used, the... built from low-level 
user interface controls. The reason for the dashed arrow in the diagram above is a subtle one. It points 

to the fact that earlier in the development complete sense given their direct tie to user controlled 

business processes. 

Figure 40 is a diagram of the Eagle Application Model which illustrates how the different types of 
Partitioned Business Components... 
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Detailed Description: 

...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (GUI). Mosaic's graphical user interface was simple to 

learn yet powerful. The Mosaic browser allows a user to thereof Such description makes reference to 

the annexed drawings wherein. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
invention; 

Figure 2 is a flow diagram illustrating a high level overview of an architecture; 
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Figure 3 shows the dependencies of three delivery vehicle matrix; 

Figure 5 illustrates a Delivery Vehicle Cube; 

Figure 6 is a flow diagram depicting considerations to be taken into consideration when 

identifying the core technologies to be used in accordance with one 

embodiment of the present invention; 

Figure 1 1 is a detailed diagram of some of the components of the Netcentric Architecture 
Framework found in Figure 10; 

Figure 12 is a detailed diagram of other components of the Netcentric Architecture Framework 

found in Figure 10; 

4 

Figure 13. ..and/or user interface designs to a User 

Interface Component; 

6 

Figure 40 is a diagram of an Application Model which illustrates how the different types of 

Partitioned Business Components might environment; 

Figure 52 illustrates a business process to object mapping; 
7 

Figure 53 is a diagram which illustrates a graph of resilience to change; Figure 54 illustrates a flowchart 

for a class in accordance with an embodiment of the present invention; 

Figure 56 illustrates a class diagram of the batch job hierarchy; 

Figure 57 illustrates an object interaction graph of a possible implementation of the class 
diagram of Figure 56; 

Figure 58 illustrates a flowchart for a method for controlling access to. ..97 shows a request that returns a 
large amount of data; 

Figure 98 shows a graphical depiction of a paging communication pattern; 
1 1 

Figure 99 illustrates a message trace diagram showing the interactions between a Client and a Server 
using Paging Communication to satisfy the PC, and a telecommunications device; 
Figure 125 illustrates an activity entity relationship diagram; 
Figure 126 illustrates a roles and responsibilities diagram; 

Figure 127 illustrates a typical implementation between a user interface and its activity; Figure 128... 

...129 illustrates widgets with their validation requirements; 

Figure 130 illustrates a user interface validator association diagram ; 

Figure 131 illustrates a validation rule class diagram; 

Figure 132 illustrates a rule validation interaction diagram; 

Figure 133 illustrates a flowchart for a method for assigning a view to an activity successful in 

accordance with an embodiment of the present invention; 

Figure 137 illustrates an operation diagram depicting an example of pre-conditions and post 
conditions; 

Figure 138 illustrates a flowchart for in accordance with an embodiment of the 

present invention; 

Figure 153 illustrates a component interaction diagram showing an interaction between a number 
of components in a financial system; 

Figure 154 illustrates a user manger/user context relationship diagram; 

Figure 155 illustrates a flowchart for a method for translating an object attribute to and the other 

related objects 
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using the multi object fetch results; 

Figure 169 is an interaction diagram showing when the multi object fetch is not used; 
1 7 

Figure 170 illustrates a...O Objects can represent elements of the computer-user environment such as 
windows, menus or graphics objects. 

An object can represent an inventory, such as a personnel file or a table... solving other problems with a 
program that executed in just one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the. ..across different platforms or protocols. 

The use of architecture frameworks during analysis and design can reduce the risks of an IT solution. It 
should improve development productivity through reuse, as well as the... presentation of data (text, 
sound, video, etc.). 

The ability to digitize, organize, and deliver textual, graphical and other information (e.g., video, audio, 
etc.) in addition to traditional data to a. ..logical areas is provided below. See also Figures 1 1 and 12, 
which are detailed diagrams of the components of the Netcentric Architecture Framework found in 
Figure 10. 

Netcentric Computing Top... can reside on both client and server. Clients are typically PCs or 
Workstations with a graphical user interface running in a Web browser. Servers are usually 

implemented on UNIX, NT or of a character-based interface. That is, it allows PC-based clients to 

introduce a graphical user interface (GUI) into the application environment. 

Allows rapid development "out-of-the-box" 

Decreased... The enhanced client/server model is really a superset of the RPC -based function shipping 
model which provides features such as asynchronous, event-driven programming. 

Administration, configuration, prioritization - The use of operating system, the Window System 

Services provide the base functionality for creating and managing a graphical user interface (GUI) — 

detecting user actions, managing windows on the display, and displaying information in desktop 

allowing you to place documents on the desktop, launch applications by clicking on a graphical icon, or 

discard files by dragging them onto a picture of a waste basket. Most 3270-style field used to display 

or input textual data, or it may be a graphical field such as a check box, a list box or an image. Form 
Services provide support for. 

Display - support the display of various data types (e.g. ..to determine how well the product integrates 
with other design and development tools, presentation services (graphics, multi-media, etc.), data access 
services (databases and database API libraries), distribution services (distributed TP. ..server 
development tools such as Visual Basic and PowerBuilder do not provide specific services for graphical 
navigation, but the effect can be recreated by selecting 
74 

(i.e., clicking on) graphical controls, such as picture controls or iconic push-buttons, programmed to 
launch a particular window. 
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A major advantage of the graphical user interface is the fact that it allows multiple windows to be open 

at one and interact with applications and documents made up of varying data types, such as text, 

graphics, and audio. These services also provide support for navigation within and across documents no 

matter can be used to control the positioning and formatting of a document's text and images. SGML 

is used for large, complex, and highlystructured documents that are subject to frequent revisions... 
...ones. Basic features supported by HTML include headings, lists, paragraphs, tables, electronic forms, 
in-line images ( images next 
77 

to text), and hypertext links. Enhancements to the original HTML 1.0 specification include banners, the 
applet tag to support Java, image maps, and text flow around images . 

The W3C also approved the specification for version 4.0 of HTML 

(http://www.w3 specification called the Document Object Model DOM The DOM categorizes Web 

page elements-including text, images, and links— as objects and specifies the attributes that are 

associated with each object. The Language (VRML— pronounced "ver-mul"). VRML is technically 

not a markup language because it uses graphical rather than text-based file formats. 

In order to create 3-D worlds and objects with VRML, users need a VRML editor such as Silicon 
Graphics' Cosmo Worlds (http://cosmo.sgi.com/products/studio/worlds). To view VRML content, users 
need plug-in for standard HTML browsers. 

Leading VRML plug-ins include Cosmo Player from Silicon Graphics 
(http://vrml.sgi.com/cosmoplayer), Liquid Reality from Microsoft's DimensionX subsidiary 
(http://www.microsoft.. .animated objects and supports hyperlinks to multimedia formats such as audio 
clips, video files, and graphical images. As users maneuver through VRML worlds, the landscape shifts 

to match their movements and give based documents that included headings, bulleted lists, and 

hyperlinks to dynamic pages that support rich graphic images and virtual reality. So what next for the 

Web? The answer resides in a Synchronized The language enables Web authors to sort multimedia 

content into separate audio, video, text, and image files and streams which are sent to a user's browser. 
The SMIL tags then be created out of smaller, less bandwidth-consuming components. 

Implementation considerations 

Many features such as graphics, frames, etc. supported by Web Browsers today were not available in 

initial releases. Furthermore, with to Visual C++, VJ++ allows the 

construction of Java and ActiveX applications through an integrated graphical development 
environment. 

IBM VisualAge for Java - a product similar to VisualAge for Smalltalk, VJ++ allows the construction of 
Java applications through an integrated graphical development environment. It supports JavaBeans. 
Used by Eagle team for the 

Eagle JavaBeans reference application... The HTML standard and popular browsers provide hyperlinking 
services for non-text items such as graphics. 

Image MqR is also similar to the ...above, but selections are represented as a series of pictures. A further 
evolution of the image map menu is to display an image depicting some place or thing (e.g., a picture of 
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a bank branch with tellers Virtual Reality - A virtual reality or a virtual environment interface takes 

the idea of an image map to the next level by creating a 3-dimensional (3-D) environment for the... 
...can create a more user-ftiendly interface, enabling the user to find information faster. 

An image map menu can be useful where all users share some visual model for how business... 
...engaging, but also painfully slow if even a moderate speed communications connection is required. 
Additional Image Map Services are required to map the location of user mouse clicks within the image 
to the corresponding page or window which is to belaunched. 

Exemplary products that may be used to implement this component include Silicon Graphics Open 
Inventor; VREAM VRCreator; DimensionX Liquid Reality. 

88 

There are many toolkits and code libraries speed development of applications ilizing Reality 

services. Below are some representative products. 

uti 1 

Silicon Graphics Open Inventor - an object-oriented 3-D toolkit used to build interactive 3-D graphics 

using objects such as cameras, lights and 3-D viewers; provides a simple event model and on-screen 

previewing of paper or photographic documents which contain screen data, application data, graphics or 
images . 

Implementation considerations 

Printing services must take into consideration varying print scenarios common in Netcentric envirom- 
nents, including: varying graphics/file types (Adobe PDF, GEF, JPEG), page margins and breaks, 
HTML constructs including tables and spreadsheet, graphics etc.) and application development 
programs. These items can be used to extend the capabilities of.. .can still access the local copy of the 
database. 

Is there a business need to reduce communication costs? 

Depending on the configuration (real time vs. nightly replication, etc.), there is a users do not have to 

remotely access the master database. This is especially true for image and document data which cannot 
be quickly accessed from a central site. Making automatic copies. ..as a collection of objects potentially 
of different types (e.g., structured data, unstructured data, images, multimedia) a business user deals 
with. An individual document might be a table created using... created by others. Documents can be 
comprised of many different data types, including text, charts, graphics, or even audio and video. 

Security 141 0 

Documents should be accessed exclusively through the... acceptance as the Internet mechanism for 
sending E-mail containing various multimedia parts, such as images, audio files, and movies. S/T 
4ME, or secure MIME adds encryption and enables a... manually searching for content they want and 
"pulling" it back to the desktop via a graphic al browser. But in the push model, on which subscription 

servers are based on, content services are responsible for collecting, processing, formatting, and 

writing report infort-nation (for example, data, graphics, text). 

Report Distribution Services. These services are responsible for printing, or otherwise distributing, the 
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reports... Collect the information. This function is responsible for collecting the information (for 
example, data, text, image, graphics) that is required for the report. This function would utilize the 
Information Access Services component... itself would provide support for online preview of reports 
through software located on the intelligent . Graphical User Interface: The architecture should provide 
users with a graphical user interface. 

7. Bilingual Support: For companies where two or more languages are used, the... built from low-level 
user interface controls. The reason for the dashed arrow in the diagram above is a subtle one. It points 

to the fact that earlier in the development complete sense given their direct tie to user controlled 

business processes. 

Figure 40 is a diagram of the Eagle Application Model which illustrates how the different types of 
Partitioned Business Components... 
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Detailed Description: 

...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (GUI). Mosaic's graphical user interface was simple to 

learn yet powerful. The Mosaic browser allows a user to thereof Such description makes reference to 

the annexed drawings wherein. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
invention; 

Figure 2 is a flow diagram illustrating a high level overview of an architecture; 

Figure 3 shows the dependencies of three delivery vehicle matrix; 

Figure 5 illustrates a Delivery Vehicle Cube; 

Figure 6 is a flow diagram depicting considerations to be taken into consideration when 
...Framework in accordance with one 
embodiment of the present invention; 

Figure 1 1 is a detailed diagram of some of the components of the Netcentric Architecture 
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Framework found in Figure 10; 
4 

Figure 12 is a detailed diagram of other components of the Netcentric Architecture Framework 
found in Figure 10; 

Figure 13 illustrates flow, and/or user interface designs to a User 

Interface Component; 

Figure 40 is a diagram of an Application Model which illustrates how the different types of 

Partitioned Business Components might environment; 

7 

Figure 52 illustrates a business process to object mapping; 

Figure 53 is a diagram which illustrates a graph of resilience to change; Figure 54 illustrates a flowchart 

for a class in accordance with an embodiment of the present invention; 

Figure 56 illustrates a class diagram of the batch job hierarchy; 

Figure 57 illustrates an object interaction graph of a possible implementation of the class 
diagram of Figure 56; 

Figure 58 illustrates a flowchart for a method for controlling access to. ..97 shows a request that returns a 
large amount of data; 

Figure 98 shows a graphical depiction of a paging communication pattern; 

Figure 99 illustrates a message trace diagram showing the interactions between a Client and a Server 
using Paging Communication to satisfy the. ..device, a desktop 
PC, and a telecommunications device; 

Figure 125 illustrates an activity entity relationship diagram; 
Figure 126 illustrates a roles and responsibilities diagram; 

Figure 127 illustrates a typical implementation between a user interface and its activity; Figure 128... 

...129 illustrates widgets with their validation requirements; 

Figure 130 illustrates a user interface validator association diagram ; 

Figure 131 illustrates a validation rule class diagram; 

Figure 132 illustrates a rule validation interaction diagram; 

14 

Figure 133 illustrates a flowchart for a method for assigning a view to an successful in 

accordance with an embodiment of the present invention; 

Figure 137 illustrates an operation diagram depicting an example of pre-conditions and post 
conditions; 

Figure 138 illustrates a flowchart for in accordance with an embodiment of the 

present invention; 

Figure 153 illustrates a component interaction diagram showing an interaction between a number 
of components in a financial system; 

Figure 154 illustrates a user manger/user context relationship diagram; 

Figure 155 illustrates a flowchart for a method for translating an object attribute to and related 

objects 

using the multi object fetch results; 
1 7 

Figure 169 is an interaction diagram showing when the multi object fetch is not used; Figure 170 
illustrates a flowchart for...O Objects can represent elements of the computer-user environment such as 
windows, menus or graphics objects. 
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An object can represent an inventory, such as a personnel file or a table... solving other problems with a 
program that executed in just one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the. ..across different platforms or protocols. 

The use of architecture frameworks during analysis and design can reduce the risks of an IT solution. It 
should improve development productivity through reuse, as well as the... presentation of data (text, 
sound, video, etc.). 

The ability to digitize, organize, and deliver textual, graphical and other information (e.g., ideo, audio, 
etc.) in addition to traditional data to a.. .these logical areas is provided below. See also Figures 1 1 and 
12, which are detailed diagrams of the components of the Netcentric Architecture Framework found in 
Figure 10. 

Netcentric Computing Top... can reside on both client and server. Clients are typically PCs or 
Workstations with a graphical user interface running in a Web browser. Servers are usually 

implemented on UNIX, NT or of a character-based interface. That is, it allows PC-based clients to 

introduce a graphical user interface (GUI) into the application environment. 

Allows rapid development "out-of-the-box" 

Decreased... operating system, the Window System Services provide the base functionality for creating 
and managing a graphical user interface (GUI) — detecting user actions, managing windows on the 

display, and displaying information in desktop allowing you to place documents on the desktop, 

launch applications by clicking on a graphical icon, or discard files by dragging them onto a picture of a 

waste basket. Most 3270-style field used to display or input textual data, or it may be a graphical 

field such as a check box, a list box or an image. Form Services provide support for. 

Display - support the display of various data types (e.g. ..to determine how well the product integrates 
with other design and development tools, presentation services (graphics, multi-media, etc.). data access 
services (databases and database API libraries), distribution services (distributed TP. ..server 
development tools such, as Visual Basic and PowerBuilder do not provide specific services for 
graphical navigation, but the effect can be recreated by selecting 
75 

(i.e., clicking on) graphical controls, such as picture controls or iconic push-buttons, programmed to 
launch a particular window. 

A major advantage of the graphical user interface is the fact that it allows multiple windows to be open 

at one and interact with applications and documents made up of varying data types, such as text, 

graphics, and audio. These services also provide support for navigation within and across documents no 

matter can be used to control the positioning and formatting of a document's text and images. SGML 

is used for large, complex, and highlystructured documents that are subject to frequent revisions... ones. 
Basic features supported by HTML include headings, lists, paragraphs, tables, electronic forms, in-line 
images ( images next 
78 

to text), and hypertext links. Enhancements to the original HTML 1.0 specification include banners, the 
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applet tag to support Java, image maps, and text flow around images . 
The W3C also approved the specification for version 4.0 of HTML 

(http://www.w3 specification called the Document Object Model DOM The DOM categorizes Web 

page elements-including text, images, and links— as objects and specifies the attributes that are 
associated with each object. The ...Language (VRML— pronounced "ver-mul"). VRML is technically not 
a markup language because it uses graphical rather than text-based file formats. 

In order to create 3-D worlds and objects with VRML, users need a VRML editor such as Silicon 
Graphics' Cosmo Worlds (http:Hcosmo.sgi.com/products/studio/worlds). To view VRML content, 
users need plug-in for standard HTML browsers. 

Leading VRML plug-ins include Cosmo Player from Silicon Graphics 
(http:Hvrml.sgi.com/cosmoplayer), Liquid Reality from Microsoft's DimensionX subsidiary 

(http:HNV ww. microsoft animated objects and supports hyperlinks to multimedia formats such as 

audio clips, video files, and graphical images. As users maneuver through VRML worlds, the landscape 

shifts to match their movements and give based documents that included headings, bulleted lists, and 

hyperlinks to dynamic pages that support rich graphic images and virtual reality. So what next for the 

Web? The answer resides in a Synchronized The language enables Web authors to sort multimedia 

content into separate audio, video, text, and image files and streams which are sent to a user's browser. 
The SMIL tags then be created out of smaller, less bandwidth-consuming components. 

Implementation considerations 

Many features such as graphics, frames, etc. supported by Web Browsers today were not available in 

initial releases. Furthermore, with to Visual C++, VJ++ allows the 

construction of Java and ActiveX applications through an integrated graphical development 
environment. 

IBM VisuatAge for Java - a product similar to VisualAge for Smalltalk, VJ++ allows the construction of 
Java applications through an integrated graphical development environment. It supports JavaBeans. 
Used by Eagle team for the 

Eagle JavaBeans reference application... HTML st andard and popular browsers provide hyperlinking 
services for non-text items such as graphics. 

Image MgR is also similar to the hypertext menu above, but selections are represented as a series of 
pictures. A further evolution of the image map menu, is to display an image depicting some place or 

thing (e.g., a picture of a bank branch with tellers Reality - A virtual reality or a virtual envirom-nent 

interface takes the idea of an image map to the next level by creating a 3-dimensional (3-D) 
environinent for the a more user-friendly interface, enabling the user to find information faster. 

1 5 

An image map menu can be useful where all users share some visual model for how business... 
...engaging, but also painfully slow if even a moderate speed communications connection is required. 
Additional Image Map Services are required to map the location of user mouse clicks within the image 
to the corresponding page or window which is to belaunched. 
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Exemplary products that may be used to implement this component include Silicon Graphics Open 
Inventor; VREAM VRCreator; DimensionX Liquid Reality. 

89 

There are many toolkits and code libraries development of applications ilizing Reality services. 

Below are some representative products. 

uti 1 1 

Silicon Graphics Open Inventor - an object-oriented 3-D toolkit used to build interactive 3-D graphics 

using objects such as cameras, lights and 3-D viewers; provides a simple event model and on-screen 

previewing of paper or photographic documents which contain screen data, application data, graphics or 
images . 

Implementation considerations 

Printing services must take into consideration varying print scenarios common in Netcentric 
environments, including: varying graphics/file types (Adobe YDF, GIF, JPEG), page margins and 
breaks, HTML constructs including tables and... is important to consider how well a product integrates 
with desktop tools (word processing, spreadsheet, graphics etc.) and application development programs. 
These items can be used to extend the capabilities of.. .can still access the local copy of the database. 

Is there a business need to reduce communication costs? 

Depending on the configuration (real time vs. nightly replication, etc.), there is a users do not have to 

remotely access the master database. This is especially true for image and document data which cannot 
be quickly accessed from a central site. Making automatic copies. ..as a collection of objects potentially 
of different types (e.g., structured data, unstructured data, images, multimedia) a business user deals 
with. An individual document might be a table ...created by others. Documents can be comprised of 
many different data types, including text, charts, graphics, or even audio and video. 

Security 1410 

Documents should be accessed exclusively through the document... acceptance as the Internet 
mechanism for sending E-mail containing various multimedia parts, such as images, audio files, and 
movies. S/M1T 

4E, or secure MWE adds encryption and enables a... manually searching for content they want and 
"pulling" it back to the desktop via a graphical browser. But in the push model, on which subscription 
servers are based on, content providers... These services are responsible for collecting, processing, 
formatting, and writing report information (for example, data, graphics, text). 

Report Distribution Services. These services are responsible for printing, or otherwise distributing, the 

reports Collect the information. This function is responsible for collecting the information (for 

example, data, text, image, graphics) that is required for the report. This function would utilize the 
Infori-nation Access Services... itself- would provide support for online preview of reports through 
software located on the intelligent . Graphical User Interface: The architecture should provide users 
with a graphical user interface. 

7. Bilingual Support: For companies where two or more languages are used, the... built from low-level 
user interface controls. The reason for the dashed arrow in the diagram above is a subtle one. It points 
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to the fact that earlier in the development complete sense given their direct tie to user controlled 

business processes. 

Figure 40 is a diagram of the Eagle Application Model which illustrates how the different types of 
Partitioned Business Components... 
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Detailed Description: 

...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (GUI). Mosaic's graphical user interface was simple to 

learn yet powerftil. The Mosaic browser allows a user to thereof Such description makes reference to 

the annexed drawings wherein. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
invention; 

Figure 2 is a flow diagram illustrating a high level overview of an architecture; 

Figure 3 shows the dependencies of three delivery vehicle matrix; 

Figure 5 illustrates a Delivery Vehicle Cube; 

Figure 6 is a flow diagram depicting considerations to be taken into consideration when 
identifying the core technologies to be used... in accordance with one 
embodiment of the present invention; 

Figure I 1 is a detailed diagram of some of the components of the Netcentric Architecture 
Framework found in Figure 10; 

Figure 12 is a detailed diagram of other components of the Netcentric Architecture Framework 

found in Figure 10; 

4 

Figure 13 and/or user interface designs to a User 

Interface Component; 
6 

Figure 40 is a diagram of an Application Model which illustrates how the different types of 
Partitioned Business Components might environment; 
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Figure 52 illustrates a business process to object mapping; 
7 

Figure 53 is a diagram which illustrates a graph of resilience to change; Figure 54 illustrates a flowchart 

for a class in accordance with an embodiment of the present invention; 

Figure 56 illustrates a class diagram of the batch job hierarchy; 

Figure 57 illustrates an object interaction graph of a possible implementation of the class 
diagram of Figure 56; 

Figure 58 illustrates a flowchart for a method for controlling access to. ..97 shows a request that returns a 
large amount of data; 

Figure 98 shows a graphical depiction of a paging communication pattern; 
II 

Figure 99 illustrates a message trace diagram showing the interactions between a Client and a Server 
using Paging Communication to satisfy the. ..device, a desktop 
PC, and a telecommunications device; 

Figure 125 illustrates an activity entity relationship diagram; 
Figure 126 illustrates a roles and responsibilities diagram; 

Figure 127 illustrates a typical implementation between a user interface and its activity; Figure 128... 

...129 illustrates widgets with their validation requirements; 

Figure 130 illustrates a user interface validator association diagram ; 

Figure 131 illustrates a validation rule class diagram; 

Figure 132 illustrates a rule validation interaction diagram; 

Figure 133 illustrates a flowchart for a method for assigning a view to an activity successful in 

accordance with an embodiment of the present invention; 

Figure 137 illustrates an operation diagram depicting an example of pre-conditions and post 
conditions; 

Figure 138 illustrates a flowchart for a security profile throughout k nestedserviceinvocationson- 

distrib6tedcomponentsinaccordancewithanembod imentofthe 
present invention; 

Figure 153 illustrates a component interaction diagram showing an interaction between a number 
of components in a financial system; 

Figure 154 illustrates a user manger/user context relationship diagram; 

Figure 155 illustrates a flowchart for a method for translating an object attribute to and the other 

related objects 

using the multi object fetch results; 

Figure 169 is an interaction diagram showing when the multi object fetch is not used; 
17 

Figure 170 illustrates a flowchart... system. 

Objects can represent elements of the computer-user environment such as windows, menus or graphics 
objects. 

An object can represent an inventory, such as a personnel file or a table... solving other problems with a 
program that executed in just one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the. ..across different platforms or protocols. 
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The use of architecture frameworks during analysis and design can reduce the risks of an IT solution. It 
should improve development productivity through reuse, as well as the... Visual Basic or PowerBuilder) 
is decided upon, the use of Netcentric concepts to produce significant reductions in software packaging 
and distribution costs should be considered. Such concepts include three- or multi... presentation of data 
(text, sound, video, etc.). 

The ability to digitize, organize, and deliver textual, graphical and other information (e.g., video, audio, 
etc.) in addition to traditional data to a. ..logical areas is provided below. See also Figures 1 1 and 12, 
which are detailed diagrams of the components of the Netcentric Architecture Framework found in 
Figure 10. 

Netcentric Computing Top... can reside on both client and server. Clients are typically PCs or 
Workstations with a graphical user interface running in a Web browser. Servers are usually 

implemented on UNIX, NT or of a character-based interface. That is, it allows PC-based clients to 

introduce a graphical user interface (GUI) into the application environment. 

Allows rapid development "out-of-the-box" 

Decreased... operating system, the Window System Services provide the base functionality for creating 
and managing a graphical user interface (GUI) — detecting user actions, managing windows on the 

display, and displaying information in desktop allowing you to place documents on the desktop, 

launch applications by clicking on a graphical icon, or discard files by dragging them onto a picture of a 

waste basket. Most 3270-style field used to display or input textual data, or it may be a 

graphical'field such as a check box, a list box or an image. Fonn Services provide support for. 

Display - support the display of various data types (e.g. ..to determine how well the product integrates 
with other design and development tools, presentation services (graphics, multi-media, etc.), data access 
services (databases and database API libraries), distribution' services (distributed TP. ..server 
development tools such as Visual Basic and PowerBuilder do not 'de specific services for graphical 
navigation, but the effect can be recreated by selecting 
provi 

(i.e., clicking on) graphical controls, such as picture controls or iconic push-buttons, programmed to 
launch a particular window. 

A major advantage of the graphical user interface is the fact that it allows multiple windows to be open 

at one and interact with applications and documents made up of varying data types, such as text, 

graphics, and audio. These services also provide support for navigation within and across documents no 

matter can be used to control the positioning and formatting of a document's text and images. SGML 

is used for large, complex, and highlystructured documents that are subject to frequent revisions... ones. 
Basic features supported by HTML include headings, lists, paragraphs, tables, electronic forms, in-line 
images ( images next to text), and hypertext links. Enhancements to the original HTML 1.0 
specification include banners, the applet tag to support Java, image maps, and text flow around images . 

The WK also approved the specification for version 4.0 of HTML 

(http://www.w3 called the Document Object 

78 
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Model DOM The DOM categorizes Web page elements— including text, images, and links-as objects 

and specifies the attributes that are associated with each object. The Language (VRML-pronounced 

"ver-mul"). VRML is technically not a markup language because it uses graphical rather than text- 
based file formats. 

hi order to create 3-D worlds and objects with VRML, users need a VRML editor such as Silicon 
Graphics' Cosmo Worlds (http:Hcosmo.sgi.com/products/studio/worlds). To view VRML content, 
users need plug-in for standard HTML browsers. 

Leading VRML plug-ins include Cosmo Player from Silicon Graphics 
(http://vrrnl.sgi.com/cosmoplayer), Liquid Reality from Microsoft's DimensionX subsidiary 

(http://www.microsoft animated objects and supports hyperlinks to multimedia formats such as 

audio clips, video files, and graphical images. As users maneuver through VRML worlds, the landscape 

shifts to match their movements and give based documents that included headings, bulleted lists, and 

hyperlinks to dynamic pages that support rich graphic images and virtual reality. So what next for the 
Web? The answer resides. 

in a Synchronized The language enables Web authors to, sort multimedia content into separate audio, 

video, text, and image files and streams which are sent to a user's browser. The SMIL tags then be 

created out of smaller, less bandwidth-consuming components. 

Implementation considerations 

Many features such as graphics, frames, etc. supported by Web Browsers today were not available in 
initial releases. Furthermore, with to Visual C++, VJ++ allows the 

construction of Java and ActiveX applications through an integrated graphical development envirom- 
nent. 

IBM VisualAge for Java - a product similar to VisualAge for Smalltalk, VJ++ allows the construction of 
Java applications through an integrated graphical development envirom-nent. It supports JavaBeans. 
Used by Eagle team for the 

Eagle JavaBeans reference... The HTML standard and popular browsers provide hyperlinking services 
for non-text items such as graphics. 

Image MM is also similar to the hypertext menu above, but selections are represented as a series of 
pictures. A further evolution of the image map menu is to display an image depicting some place or 

thing (e.g., a picture of a bank branch with tellers Virtual Reality - A virtual reality or a virtual 

environment interface takes the idea of an image map to the next level by creating a 3-dimensional (3- 

D) envirom-nent for can create a more user-friendly interface, enabling the user to find information 

faster. 

An image map menu can be useful where all users share some visual model for how business... 
...engaging, but also painfully slow if even a moderate speed communications connection is required. 
Additional Image Map Services are required to map the location of user mouse clicks within the image 
to the corresponding page or window which is to belaunched. 

88 
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Exemplary products that may be used to implement this component include Silicon Graphics Open 
Inventor; VREAM VRCreator; DimensionX Liquid Reality. 

There are many toolkits and code libraries available to speed development of applications utilizing 
Reality services. Below are some representative products. 

Silicon Graphics Open Inventor - an object-oriented 3-D toolkit used to build interactive 3-D graphics 

using objects such as cameras, lights and 3-D viewers; provides a simple event model and on-screen 

previewing of paper or photographic documents which contain screen data, application data, graphics or 
images . 

Implementation considerations 

Printing services must take into consideration varying print scenarios common in Netcentric 
environments, including: varying graphics/file types (Adobe PDF, GIF, JPEG), page margins and 
breaks, HTML constructs including tables and... is important to consider how well a product integrates 
with desktop tools (word processing, spreadsheet, graphics etc.) and application development programs. 
These items can be used to extend the capabilities of... users do not have to remotely access the master 
database. This is especially true for image and document data which cannot be quickly accessed from a 
central site. Making automatic copies. ..as a collection of objects potentially of different types (e.g., 
structured data, unstructured data, images, multimedia) a business user deals with. An individual 
document might be a table created using. ..created by others. Documents can be comprised of many 
different data types, including text, charts, graphics, or even audio and video. 

Security 1410 

Documents should be accessed exclusively through the document... acceptance as the Internet 
mechanism for sending E-mail containing various multimedia parts, such as images, audio files, and 
movies. S/MIME, or secure MWE adds encryption and enables a secure... manually searching for content 
they want and "pulling" it back to the desktop via a graphical browser. But in the push model, on which 
subscription servers are based on, content providers... These services are responsible for collecting, 
processing, formatting, and writing report information (for example, data, graphics, text). 

Report Distribution Services. These services are responsible for printing, or otherwise distributing, the 

reports Collect the information. This function is responsible for collecting the information (for 

example, data, text, image, graphics) that is required for the report. This function would utilize the 
Information Access Services component... itself would provide support for online preview of reports 
through software located on the intelligent . Graphical User Interface: The architecture should provide 
users with a graphical user interface. 

7. Bilingual Support: For companies where two or more languages are used, the... house the majority of 
the business processing logic on the server, supporting the thin-client model. However, as technology 
evolves, this balance is beginning to shift, allowing business logic code bundled... built from low-level 
user interface controls. The reason for the dashed arrow in the diagram above is a subtle one. It points 

to the fact that earlier in the development complete sense given their direct tie to user controlled 

business processes. 

Figure 40 is a diagram of the Eagle Application Model which illustrates how the different types of 
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Partitioned Business Components.. 
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Detailed Description: 

...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (GUI). Mosaic's graphical user interface was simple to 

learn yet powerful. The Mosaic browser allows a user to thereof Such description makes reference to 

the annexed drawings wherein. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
invention; 

Figure 2 is a flow diagram illustrating a high level overview of an architecture; 

Figure 3 shows the dependencies of three delivery vehicle matrix; 

Figure 5 illustrates a Delivery Vehicle Cube; 

Figure 6 is a flow diagram depicting considerations to be taken into consideration when 

identifying the core technologies to be used in accordance with one 

embodiment of the present invention; 

Figure 1 1 is a detailed diagram of some of the components of the Netcentric Architecture 

Framework found in Figure 10; 

4 

Figure 12 is a detailed diagram of other components of the Netcentric Architecture Framework 
found in Figure 10; 

Figure 13 illustrates... flow, and/or user interface designs to a User 
hiterface Component; 

Figure 40 is a diagram of an Application Model which illustrates how the different types of 

Partitioned Business Components might environment; 

7 

Figure 52 illustrates a business process to object mapping; 

Figure 53 is a diagram which illustrates a graph of resilience to change; Figure 54 illustrates a flowchart 

for a class in accordance with an embodiment of the present invention; 

Figure 56 illustrates a class diagram of the batch job hierarchy; 
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Figure 57 illustrates an object interaction graph of a possible implementation of the class 
diagram of Figure 56; 

Figure 58 illustrates a flowchart for a method for controlling access to. ..a request that returns a large 

amount of data; 

II 

Figure 98 shows a graphical depiction of a paging communication pattern; 

Figure 99 illustrates a message trace diagram showing the interactions between a Client and a Server 
using Paging Communication to satisfy the. ..device, a desktop 
PC, and a telecommunications device; 

Figure 125 illustrates an activity entity relationship diagram; 
Figure 126 illustrates a roles and responsibilities diagram; 

Figure 127 illustrates a typical implementation between a user interface and its activity; Figure 128 
illustrates a flowchart for a method for structuring validation rules to be applied to a user interface for 

maximum maintainability and extensibility in accordance with 129 illustrates widgets with their 

validation requirements; 

Figure 130 illustrates a user interface validator association diagram ; 
Figure 131 illustrates a validation rule class diagram; 
Figure 132 illustrates a rule validation interaction diagram; 
14 

Figure 133 illustrates a flowchart for a method for assigning a view to an successful in 

accordance with an embodiment of the present invention; 

Figure 137 illustrates an operation diagram depicting an example of pre-conditions and post 
conditions; 

Figure 138 illustrates a flowchart for in accordance with an embodiment of the 

present invention; 

Figure 153 illustrates a component interaction diagram showing an interaction between a number 
of components in a financial system; 

Figure 154 illustrates a user manger/user context relationship diagram; 

Figure 155 illustrates a flowchart for a method for translating an object attribute to and other related 

objects 

using the multi object fetch results; 
17 

Figure 169 is an interaction diagram showing when the multi object fetch is not used; Figure 170 
illustrates a flowchart for...O Objects can represent elements of the computer-user environment such as 
windows, menus or graphics objects. 

An object can represent an inventory, such as a personnel file or a table... problems with a program that 
executed in just I 0 one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the. ..across different platforms or protocols. 

The use of architecture frameworks during analysis and design can reduce the risks of an IT solution. It 
should improve development productivity through reuse, as well as the... presentation of data (text, 
sound, video, etc.). 
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The ability to digitize, organize, and deliver textual, graphical and other information (e.g., video, audio, 
etc.) in addition to traditional data to a. ..logical areas is provided below. See also Figures 1 1 and 12, 
which are detailed diagrams of the components of the Netcentric Architecture Framework found in 
Figure 10. 

Netcentric Computing Top... can reside on both client and server. Clients are typically PCs or 
Workstations with a graphical user interface running in a Web browser. Servers are usually 

implemented on UNIX, NT or of a character-based interface. That is, it allows PC-based clients to 

introduce a graphical user interface (GUI) into the application environment. 

Allows rapid development "out-of-the-box" 

Decreased... operating system, the Window System Services provide the base functionality for creating 
and managing a graphical user interface (GUI) — detecting user actions, managing windows on the 

display, and displaying information in desktop allowing you to place documents on the desktop, 

launch applications by clicking on a graphical icon, or discard files by dragging them onto a picture of a 

waste basket. Most 3270-style field used to display or input textual data, or it may be a graphical 

field such as a check box, a list box or an image. Form Services provide support for. 

Display - support the display of various data types (e.g. ..to determine how well the product integrates 
with other design and development tools, presentation services (graphics, multi-media, etc.), data access 
services (databases and database API libraries), distribution services (distributed TP. ..server 
development tools such as Visual Basic and PowerBuilder do not provide specific services for graphical 
navigation, but the effect can be recreated by selecting (i.e., clicking on) graphical controls, such as 
picture controls or iconic push-buttons, programmed to launch a particular window. 

A major advantage of the graphical user interface is the fact that it allows multiple windows to be open 

at one and interact with applications and documents made up of varying data types, such as text, 

graphics, and audio. These services also provide support for navigation within and across documents no 

matter can be used to control the positioning and formatting of a document's text and images. SGML 

is used for large, complex, and highlystructured documents that are subject to frequent revisions... 
...ones. Basic features supported by HTML include headings, lists, paragraphs, tables, electronic forms, 
in-line images ( images next to text), and hypertext links. Enhancements to the original HTML 1.0 
specification include banners, the applet tag to support Java, image maps, and text flow around images . 

The W3C also approved the specification for version 4.0 of HTML 

(http://www.w3 called the Document Object 

79 

Model DOM The DOM categorizes Web page elements— including text, images, and links-as objects 

and specifies the attributes that are associated with each object. The Language (VRML-pronounced 

"ver-mul"). VRML is technically not a markup language because it uses graphical rather than text- 
based file formats. 

In order to create 3-D worlds and objects with VRML, users need a VRML editor such as Silicon 
Graphics' Cosmo Worlds (http:Hcosmo.sgi.com/products/studio/worlds). To view VRML content, 
users need plug-in for standard HTML browsers. 
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Leading VRML plug-ins include Cosmo Player from Silicon Graphics 
(http://vrml.sgi.com/cosmoplayer), Liquid Reality from Microsoft's DimensionX subsidiary 
(http://www.microsoft. .animated objects and supports hyperlinks to multimedia formats such as audio 
clips, video files, and graphical images. As users maneuver through VRML worlds, the landscape shifts 

to match their movements and give based documents that included headings, bulleted lists, and 

hyperlinks to dynamic pages that support rich graphic images and virtual reality. So what next for the 

Web? The answer resides in a Synchronized The language enables Web authors to sort multimedia 

content into separate audio, video, text, and image files and streams which are sent to a user's browser. 
The SMEL tags then be created out of smaller, less bandwidth-consuming components. 

Implementation considerations 

Many features such as graphics, franies, etc. supported by Web Browsers today were not available in 

initial releases. Furthermore, with to Visual C++, VJ++ allows the 

construction of Java and ActiveX applications through an integrated graphical development 
environment. 

IBM VisualAge for Java - a product similar to VisualAge for Smalltalk, VJ++ allows the construction of 
Java applications through an integrated graphical development enviromnent. It supports JavaBeans. 
Used by Eagle team for the 

Eagle JavaBeans reference application... The HTML standard and popular browsers provide hyperlinking 
services for non-text items such as graphics. 

Image M4p is also similar to the hypertext menu above, but selections are represented as a series of 
pictures. A further evolution of the image map menu is to display an image depicting some place or 

thing (e.g., a picture of a bank branch with tellers Virtual Reality - A virtual reality or a virtual 

environment interface takes the idea of an image map to the next level by creating a 3-dimensional (3- 

D) environment for the can create a more user-ftiendly interface, enabling the user to find 

information faster. 

An image map menu can be useful where all users share some visual model for how business... 
...engaging, but also painfully slow if even a moderate speed communications connection is required. 
Additional Image Map Services are required to map the location of user mouse clicks within the image 
to the corresponding page or window which is to belaunched. 

89 

Exemplary products that may be used to implement this component include Silicon Graphics Open 
Inventor; VREAM VRCreator; DimensionX Liquid Reality. 

There are many toolkits and code libraries available to speed development of applications utilizing 
Reality services. Below are some representative products. 

Silicon Graphics Open Inventor - an object-oriented 3-D toolkit used to build interactive 3-D graphics 

using objects such as cameras, lights and 3-D viewers; provides a simple event model and on-screen 

previewing of paper or photographic documents which contain screen data, application data, graphics or 
images . 
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Implementation considerations 

Printing services must take into consideration varying print scenarios common in Netcentric 
environments, including: varying graphics/file types (Adobe. PDF,.GIF,. JPEG), page margins and 
breaks, HTML constructs including tables and... is important to consider how well a product integrates 
with desktop tools (word processing, spreadsheet, graphics etc.) and application development programs. 
These items can be used to extend the capabilities of... users do not have to remotely access the master 
database. This is especially true for image and document data which cannot be quickly accessed from a 
central site. Making automatic copies. ..as a collection of objects potentially of different types (e.g., 
structured data, unstructured data, images, multimedia) a business user deals with. An individual 
document might be a table created using. ..created by others. Documents can be comprised of many 
different data types, including text, charts, graphics, or even audio and video. 

Security 1410 

Documents should be accessed exclusively through the document... acceptance as the Internet 
mechanism for sending E-mail containing various multimedia parts, such as images, audio files, and 
movies. S/l 

41 ME, or secure MIME adds encryption and enables a... manually searching for content they want and 
"pulling" it back to the desktop via a graphical browser. But in the push model, on which subscription 

servers are based on, content providers services are responsible for collecting, processing, fom- 

iatting, and writing report information (for example, data, graphics, text). 

Report Distribution Services. These services are responsible for printing, or otherwise distributing, the 
reports... Collect the information. This function is responsible for collecting the information (for 
example, data, text, image, graphics) that is required for the report. This function would utilize the 
Information Access Services component... itself would provide support for online preview of reports 
through software located on the intelligent . Graphical User Interface: The architecture should provide 
users with a graphical user interface. 

7. Bilingual Support: For companies where two or more languages are used, the... built from low-level 
user interface controls. The reason for the dashed arrow in the diagram above is a subtle one. It points 

to the fact that earlier in the development complete sense given their direct tie to user controlled 

business processes. 

Figure 40 is a diagram of the Eagle Appli cation Model which illustrates how the different types of 
Partitioned Business ... 
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150355 



Detailed Description: 

...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (GUI). Mosaic's graphical user interface was simple to 

learn yet powerful. The Mosaic browser allows a user to thereof. Such description makes reference 

to the annexed drawings wherein. 

Figure 1 is a schematic diagram of a hardware implementation of one embodiment of the present 
invention; 

Figure 2 is a flow diagram illustrating a high level overview of an architecture; 

Figure 3 shows the dependencies of three delivery vehicle matrix; 

Figure 5 illustrates a Delivery Vehicle Cube; 

Figure 6 is a flow diagram depicting considerations to be taken into consideration when 

identifying the core technologies to be used in accordance with one 

embodiment of the present invention; 

Figure 1 1 is a detailed diagram of some of the components of the Netcentric Architecture 
Framework found in Figure 10; 

Figure 12 is a detailed diagram of other components of the Netcentric Architecture Framework 

found in Figure 10; 

4 

Figure 13. ..and/or user interface designs to a User 

Interface Component; 

6 

Figure 40 is a diagram of an Application Model which illustrates how the different types of 

Partitioned Business Components might environment; 

Figure 52 illustrates a business process to object mapping; 
7 

Figure 53 is a diagram which illustrates a graph of resilience to change; Figure 54 illustrates a flowchart 

for a class in accordance with an embodiment of the present invention; 

Figure 56 illustrates a class diagram of the batch job hierarchy; 

Figure 57 illustrates an object interaction graph of a possible implementation of the class 
diagram of Figure 56; 

Figure 58 illustrates a flowchart for a method for controlling access to. ..97 shows a request that returns a 
large amount of data; 

Figure 98 shows a graphical depiction of a paging communication pattern; 

Figure 99 illustrates a message trace diagram showing the interactions between a Client and a Server 

using Paging Communication to satisfy the device, a desktop 

PC, and a telecommunications device; 

Figure 125 illustrates an activity entity relationship diagram; 
Figure 126 illustrates a roles and responsibilities diagram; 

Figure 127 illustrates a typical implementation between a user interface and its activity; Figure 128... 129 

illustrates widgets with their validation requirements; 

Figure 130 illustrates a user interface validator association diagram; 
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Figure 131 illustrates a validation rule class diagram; 
Figure 132 illustrates a rule validation interaction diagram; 

Figure 133 illustrates a flowchart for a method for assigning a view to an activity successful in 

accordance with an embodiment of the present invention; 

Figure 137 illustrates an operation diagram depicting an example of pre-conditions and post 
conditions; 

Figure 138 illustrates a flowchart for in accordance with an embodiment of the 

present invention; 

Figure 153 illustrates a component interaction diagram showing an interaction between a number 
of components in a financial system; 

Figure 154 illustrates a user manger/user context relationship diagram; 

Figure 155 illustrates a flowchart for a method for translating an object attribute to and the other 

related objects 

using the multi object fetch results; 

Figure 169 is an interaction diagram showing when the multi object fetch is not used; 
1 7 

Figure 170 illustrates a.. .system. 

Objects can represent elements of the computer-user environment such as windows, menus or graphics 
objects. 

An object can represent an inventory, such as a personnel file or a table... problems with a program that 
executed in Just I 0 one way. 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the. ..across different platforms or protocols. 

The use of architecture frameworks during analysis and design can reduce the risks of an IT solution. It 
should improve development productivity through reuse, as well as the... presentation of data (text, 
sound, video, etc.). 

The ability to digitize, organize, and deliver textual, graphical and other information (e.g., video, audio, 
etc.) in addition to traditional data to a. ..logical areas is provided below. See also Figures 1 1 and 12, 
which are detailed diagrams of the components of the Netcentric Architecture Framework found in 
Figure 10. 

Netcentric Computing Top... can reside on both client and server. Clients are typically PCs or 
Workstations with a graphical user interface running in a Web browser. Servers are usually 

implemented on UNIX, NT or of a character-based interface. That is, it allows PC-based clients to 

introduce a graphical user interface (GUI) into the application environment. 

Allows rapid development "out-of-the-box" 

Decreased... operating system, the Window System Services provide the base ftmctionality for creating 
and managing a graphical user interface (GUI) — detecting user actions, managing windows on the 

display, and displaying information in 10 you to place documents on the desktop, launch 

applications by clicking on a graphical icon, or discard files by dragging them onto a picture of a waste 
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basket. Most 3270-style field used to display or input textual data, or it may be a graphical field 

such as a check box, a list box or an image. Form Services provide support for. 

Display - support the display of various data types (e.g. ..to determine how well the product integrates 
with other design and development tools, presentation services (graphics, multi-media, etc.), data access 
services (databases and database API libraries), distribution services (distributed TP. ..server 
development tools such as Visual Basic and PowerBuilder do not provide specific services for graphical 
navigation, but the effect can be recreated by selecting (i.e., clicking on) graphical controls, such as 
picture controls or iconic push-buttons, programmed to launch a particular window. 

A major advantage of the graphical user interface is the fact that it allows multiple windows to be open 

at one and interact with applications and documents made up of varying data types, such as text, 

graphics, and audio. These services also provide support for navigation within and across documents no 

matter can be used to control the positioning and formatting of a document's text and images. SGML 

is used for large, complex, and highlystructured documents that are subject to frequent revisions... 
...ones. Basic features supported by HTML include headings, lists, paragraphs, tables, electronic forms, 
in-line images ( images next to text), and hypertext links. Enhancements to the original HTML 1.0 
specification include banners, the applet tag to support Java, image maps, and text flow around images . 

The WX also approved the specification for version 4.0 of HTML 

(http://www.w3. ..called the Document Object 

78 

Model DOM The DOM categorizes Web page elements— including text, images, and links-as objects 

and specifies the attributes that are associated with each object. The Language (VRML-pronounced 

"ver-mul"). VRML is technically not a markup language because it uses graphical rather than text- 
based file formats. 

In order to create 3-D worlds and objects with VRML, users need a VRML editor such as Silicon 
Graphics' Cosmo Worlds (http:Hcosmo.sgi.com/products/studio/worlds). To view VRML content, 
users need plug-in for standard HTML browsers. 

Leading VRML plug-ins include Cosmo Player from Silicon Graphics 
(http:Hvrml.sgi.com/cosmoplayer), Liquid Reality from Microsoft's DimensionX subsidiary 

(http://www.microsoft animated objects and supports hyperlinks to multimedia formats such as 

audio clips, video files, and graphical images. As users maneuver through VRML worlds, the landscape 
shifts to match their movements and give. ..based documents that included headings, bulleted lists, and 
hyperlinks to dynamic pages that support rich graphic images and virtual reality. So what next for the 

Web? The answer resides in a Synchronized The language enables Web authors to sort multimedia 

content into separate audio, video, text, and image files and streams which are sent to a user's browser. 
The SMIL tags then be created out of smaller, less bandwidth-consuming components. 

Implementation considerations 

Many features such as graphics, frames, etc. supported by Web Browsers today were not available in 

initial releases. Furthermore, with to Visual C++, VJ++ allows the 

construction of Java and ActiveX applications through an integrated graphical development 
environment. 
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IBM VisuatAge for Java - a product similar to VisualAge for Smalltalk, VJ++ allows the construction of 
Java applications through an integrated graphical development environment. It supports JavaBeans. 
Used by Eagle team for the 

1 5 Eagle JavaBeans... The HTML standard and popular browsers provide hyperlinking services for 
non-text items such as graphics. 

Image MM is also similar to the hypertext menu above, but selections are represented as a series of 
pictures. A further evolution of the image map menu is to display an image depicting some place or 
thing (e.g., a picture of a bank branch with tellers... Virtual Reality - A virtual reality or a virtual 
environment interface takes the idea of an image map to the next level by creating a 3-dimensional (3- 

D) environment for the can create a more user-friendly interface, enabling the user to find 

information faster. 

An image map menu can be useful where all users share some visual model for how business... 
...engaging, but also painfully slow if even a moderate speed communications connection is required. 
Additional Image Map Services are required to map the location of user mouse clicks within the image 
to the corresponding page or window which is to belaunched. 

88 

Exemplary products that may be used to implement this component include Silicon Graphics. 
Open Inventor; VREAM VRCreator; DimensionX Liquid Reality. 

There are many toolkits and code libraries available to speed development of applications utilizing 
Reality services. Below are some representative products. 

Silicon Graphics Open Inventor - an object-oriented 3-D toolkit used to build interactive 3-D graphics 

using objects such as cameras, lights and 3-D viewers; provides a simple event model and on-screen 

previewing of paper or photographic documents which contain screen data, application data, graphics or 
images . 

Implementation considerations 

Printing services must take into consideration varying print scenarios common in Netcentric 
environments, including: varying graphics/file types (Adobe PDF, GIF, JPEG), page margins and 

breaks, HTML constructs including tables and is important to consider how well a product integrates 

with desktop tools (word processing, spreadsheet, graphics etc.) and application development programs. 
These items can be used to extend the capabilities of.. .can still access the local copy of the database. 

Is there a business need to reduce communication costs? 

Depending on the configuration (real time vs. nightly replication, etc.), there is a potential to reduce 
communications costs since the data access is local. 

Is scalability an issue? 

With users, data users do not have to remotely access the master database. This is especially true for 

image and document data which cannot be quickly accessed from a central site. Making automatic 
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copies. ..as a collection of objects potentially of different types (e.g., structured data, unstructured data, 
images, multimedia) a business user deals with. An individual document might be a table created 
using... created by others. Documents can be comprised of many different data types, including text, 
charts, graphics, or even audio and video. 

Security 1410 

Documents should be accessed exclusively through the document... acceptance as the Internet 
mechanism for sending E-mail containing various multimedia parts, such as images, audio files, and 
movies. S/MIME, or secure MIME adds encryption and enables a secure... manually searching for 
content they want and "pulling" it back to the desktop via a graphical browser. But in the push model, 

on which subscription servers are based on, content providers These services are responsible for 

collecting, processing, formatting, and writing report information (for example, data, graphics, text). 

Report Distribution Services. These services are responsible for printing, or otherwise distributing, the 
reports... Collect the information. This ftinction is responsible for collecting the information (for 
example, data, text, image, graphics) that is required for the report. This function would utilize the 
Information Access Services component... itself would provide support for online preview of reports 
through software located on the intelligent . Graphical User Interface: The architecture should provide 
users with a graphical user interface. 

7. Bilingual Support: For companies where two or more languages are used, the... house the majority of 
the business processing logic on the server, supporting the thin-client model. However, as technology 
evolves, this balance is beginning to shift, allowing business logic code bundled... built from low-level 
user interface controls. The reason for the dashed arrow in the diagram above is a subtle one. It points 

to the fact that earlier in the development complete sense given their direct tie to user controlled 

business processes. 

Figure 40 is a diagram of the Eagle Application Model which illustrates how the different types of 
Partitioned Business Components... 
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Detailed Description: 

...National Center for Supercomputing Applications (NCSA) released a Web browser called "Mosaic" 
that implemented a graphical user interface (QUI). Mosaic's graphical user interface was simple to 
learn yet powerful. The Mosaic browser allows a user to. ..of operation 28 of Figure 1A; 
4 

Figure 1Z is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure 1A; 

Figure 1AA is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure IAB is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AC is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure IAD is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AE is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AF is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AG is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AH is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure IAI is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AJ is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AK is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AL is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 
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Figure 1AM is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure IAN is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 1AO is an illustration of an architecture diagram for one implementation of 
operation 28 of Figure IA; 

Figure 2A is a schematic diagram of a hardware implementation of one embodiment 

of the present invention; 

5 

Figure 2B is Framework in 

accordance with one embodiment of the present invention; 

Figure 14 is a block diagram of a Web Architecture Framework in accordance with 
one embodiment of the present invention; 

Figure... determines the structure and/or organization of a current network framework. 

Operation 44 displays a graphical depiction of the current network framework and a plurality of 
components thereof, such as the graphical depiction shown in Figure M. A comparative analysis of the 
vendors is presented with indicia is indicia coded on the graphical representation created in operation 
44, with the indicia coding corresponding to the vendor of the service... data, printer, file syste in, disk 
and 

serial ports. 

0 Product5 j Software- browser-based graphical 

administration tool that provides centralized administration of 

JavaStation network computers and Java Webtops on PCs. ..of discussion groups. 

Bussiness2 An email server that delivers messages with embedded sound, 

Messaging Server graphics, video files, HTML forms, Java applets, and desktop applications. 

Other Directory Business2 sells a range web 

server. Business3press offers the following capabilities. 

WYSIWYG editing 

Simple interfaces for creating forms and 
image maps 

Integrated browsing and editing 
simultaneously 

Check Links" function to fix broken links 

"Database interaction... A browser based upon Microsoft's Internet Explorer which 
supports common internet services such as graphics, sound, meta-tags, 
plug-ins, security, FTP, HTTP. 

Client3 Client A software application installed on in the Business3 proxy subsystem improves the 

performance of a website. Business3 Caching Server detects images 
and automatically compresses them for quick storage and access. 
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32 

Now that the details regarding... 0 Objects can represent elements of the computer-user environment 
such as windows, menus or graphics objects. 

0 An object can represent an inventory, such as a personnel file or a... other problems with a program 
that executed in just one way. 

37 

The development of graphical user interfaces began to turn this procedural programming arrangement 
inside out. These interfaces allow the... up to date 
0 To optimize processes 
0 To test proof of concept 
0 To reduce risk 

The Release Management team is responsible for. 

a Planning the capability release design and development... of design experts not only leads to more 
creative and attractive user interfaces, but also reduces the risk of further alteration to work at a later 
stage. 

b) Usability 

Often coupled with Media which, in turn, affects organizational interaction and defines a need for 

tools integration. 

The Process model is simple - at its core is the system building process, which is surrounded by 
eight... manage it correctly. Examples of metadata include. 

0 Media type (for example, MPEG video, JPEG image) 

0 Media settings (for example, sample rate, resolution, compression 

...all the way back to the original source (which in the case of finding an image in a CD-ROM library 
containing 10,000 images, for example, could be a difficult task). In practice, this may mean storing the 
original... allowing remote administration of system components. 

Security Management 
Security management involves. 

0 Defining security requirements 
Preventing security breaches 
Limiting the effect of security breaches 
Detecting security breaches 

Correcting the effect of security breaches... controlled. This ties in closely with Configuration 
Management. 

Testing Change 

Thorough testing is required to reduce the risk of productivity loss due to environment changes. 
Techniques commonly used include. 
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0 Careful scheduling of.. .found in the following Andersen Consulting sources. 

Delivery Vehicle Frameworks 
Network-Centric Architecture Framework 
The Graphical User Interface Design Guidelines 
0 Design Application Architecture 

New tools and processes link detailed design tests both internally, and by target user groups (by 1 5 

using prototypes), helps to reduce the risk of a poorly received system. 

The User Interface has become increasingly important as systems become... a client and a server. The 

specification tested is the technical design. The application flow diagram within the technical design 

depicts the assemblies, either on-line conversations or batch assemblies, that.. .9 Productivity tools 1002 

provide the basic functionality required to create 

documents, spreadsheets, and simple graphics or diagrams 

0 Collaborative tools 1004 enable groups of people to communicate and to 

share information, helping integrated suites of software, provide the basic functionality required to 

create documents, spreadsheets, and simple graphics or diagrams. More recently, the ability to access 
the Internet and browse electronic documentation has been added to the suite of productivity tools. 

92 

Specifically, productivity tools include. 

Spreadsheet 
Word Processor 
Graphics Editor 

0 Personal Organizer (may be linked to Group Scheduling) 
Methodology Browser 
Internet Access 

These. ..a wide angle, upon which participants may 'write' with an infrared pen or a mouse. 
Images may also be pasted onto the whiteboard. 

Regular workstations on a network may also be... indexing of media types (allowing specialized search 
facilities) 

Capabilities for browsing media content (low-res images, previews) 
0 High performance proprietary file systems (both in terms of speed and 
volume) 

Implementation. ..process. The Configuration Management tool provides structure for managing the 
objects, files, and components and reduces the risk of lost information caused by version problems, or 
by items not being migrated properly. 

1 14. ..repository and the Problem Management, Test Planning, and Configuration Management 
components significantly increases productivity and reduces the risk of errors. 

Product Considerations 

a) Are there any Problem Management tools identified? 
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Problem Management tools... 



..system being developed. 



They are typically modeling and diagramming tools, which provide the ability to diagram system 
requirements and specify "what" a system must do. 

Design tools are used to specify component models encapsulate the data and process models. 

Data Modeling 

Data Modeling tools provide a graphical depiction of the logical data requirements for the system. 
These tools usually support diagramming entities, relationships, and attributes of the business being 
modeled on an Entity-Relationship Diagram (ERD). Several techniques have evolved to support 

different methodologies (e.g., Chen, Gane & Sarson, and an object model from the legacy database 

data model (DDL). By understanding the E-R diagram represented by the database, it is easier to create 
an efficient persistence framework which isolates... specific advanced features supported by each of the 
RDBMs. 

b) Can developers benefit by a graphical depiction of the logical andphysical data 
requirements? 

Data modeling tools help to graphically develop the tables, columns, primary keys, and foreign keys 

(if all of this will fit on a diagram at the same time !) in the document Graphical depiction is not only 
useful but essential to data architects, DBAs and also to application data model is a technology- 
independent model of an organization's data 

requirements consisting of diagrams and descriptions of entity types, attribute types, relationship types, 

and integrity constraints. It is a e.g., IDMS) 

Relational (e.g., D132) 
Inverted List (e.g., AD ABAS) 

Although entity-relationship diagrams are independent of specific DBMSs or access methods, a logical 
database design is not. This... support the project decisions regarding consistency. 

Process Modeling 

I 0 Process modeling tools provide a graphical depiction of the business functions and processes being 

supported by a system. The tool(s The tool may need to support the creation of business function 

decompositions or data flow diagrams depending on the approach used. 

138 

Data flow diagramming is used when the ...be able to support the expected size of the process model, 
e) Does the dataflow diagramer support leveling of diagrams? 

1 5 Some tools allow leveling of the diagram in which a process box on a high level diagram is 
decomposed into multiple processes on a lower-level diagram. To ensure that the diagrams are easy to 
understand and that they easily convey information, it is useful to keep the diagram size to one window 
or one printed page. The facility to level a large diagram can help to achieve this. 

J) How does the dataflow diagramer support data stores that are used by more than 
one process? 

It is often the that processes that share a data store cannot be placed near each other on the diagram. 
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To avoid complicating the diagram, some tools allow data stores to be depicted more than once on the 
diagram. The tools may provide facilities to differentiate these stores from stores that have not been 
duplicated in this manner. 

g) Can controlflows be represented by the dataflow diagramer? 

It may be necessary to depict control flows. The tool may represent these as data example, a signal 

from a timer function. 

h) Does the tool support validation of the diagram? 

To ensure that a data flow diagram is complete, each process should have at least one input and one 

output. Unless data detailedprocess model with complexprocesses to be documented? 

At the lowest level of a data flow diagram or a business function decomposition, there may be 

processes that are still too complex to be formatted as plain English, structured English (resembling 

pseudo-code), decision tables, or as action diagrams. 

Event Modeling 

I 0 Event modeling tools provide graphical depiction of the events and associated responses for the 

system. A variety of tools and based development, event modeling or interaction sequence 

1 5 modeling may be performed through interaction diagrams, both at the object and component level. 
The event model is often used as input... be documented using a tool such as MS Word or MS 
PowerPoint. Entity life cycle diagrams, Event-Stimulus-Response diagrams or matrices, or Context 
diagrams may be required to complete the model. 

d) Is the system complex? 

As the number increases and the diagramers may need to support certain facilities such as intelligent 

connectors. Simple graphics packages may not suffice at this level. 

Performance Modeling 

The performance of a system must than a spreadsheet model. 

143 

0 Class Definition (I per class) 

Class Interaction or Sequence Diagram (I or more per scenario / workflow) 
Class State Transition Diagram (I per Class with complex state) 

Guidelines for creating object models can be found in advantages such as cross referencing (for 

example, are all the methods used in the Interaction diagrams described in the class definitions?), 
automatic propagation of changes to other diagrams, generation of reports, and generation of skeleton 
code. However, some tools have problems with. 

0 than DB-based) 

Support of extensions / customizations 

As well as providing the usual editing and graphical functionalities, a good modeling tool should. 
Interface with a repository (to support versioning) 

Support multiple to represent the object model is becoming more and more common. In this case 

other diagrams such as Use Cases (from Ivar Jacobson) and Collaborations Diagrams complement the 
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model. 



Com onent Modeling 

Component modeling can mean either designing components from scratch... highly detailed - even down 
to the characteristics of a button click (e.g. click-down image, click sound, length of click etc.). This 
way, everyone (including the design teams) can determine... tools and techniques can be used for 
Application Logic Design. 

Examples are structure charts, procedure diagrams (module action diagrams), and graphics packages 
to illustrate distribution of functions across client and server. 

Application Logic Design functionality is and component modeling. The functionality is captured in 

use cases, scenarios, workflows and/or operations diagrams along with interaction diagrams/sequence 
diagrams. These are usually produced using MS Word, MS PowerPoint, ABC Flowcharter 
(Micrografix), or an object.. .an existing tool provide the requiredfunctionality? 
The development team may require facilities to produce procedure diagrams, flowcharts, or 
pseudocode. These facilities may already be provided by existing tools, for example, pseudocode... 
...design and application processing module design documents. 

153 

Database Design 

Database design tools provide a graphical depiction of the database design for the system. They enable 

the developer to illustrate the development team exceeds ten people, this design must be formalized. 

Database design tools provide a graphic depiction of the database design for 
154 

a system, whilst at the same time enabling... consistency from design into construction of the database. 
Presentation Design 

Presentation design tools provide a graphical depiction of the presentation layer of the application, such 
as windows, dialogs, pages, navigation and to graphically depict the flow of the windows or screens. 

The Control- Action-Response (CAR) diagram is a commonly used technique for specifying the design 

of GUI windows. It is typically to determine how well the product integrates with other design and 

development tools, presentation services (graphics, multi-media, etc.), data access services (databases 
and database API libraries), distribution services (distributed TP... module design, which can be shared 
by all developers. 

b) Is there a needfor a graphical depiction of the communication design? 

A graphical depiction of the communication design may be required. For simple designs, tools such as 
PowerPoint are normally adequate. Data flow diagrams may be used to show how clients send 
messages to services. The tools used should help developers to ensure that objects in the diagrams are 
linked to the actual objects (Windows, Services, etc.) in the repository. This will maintain... 
...spreadsheet package such as Excel may also be used to design message layouts. 

For simple graphical depictions of the communication design, a tool such as PowerPoint is adequate. 
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d) Does the perspective, and from the very beginning of the development process. 

Usability Testing can help developers. 

Reduce risk by confirming that they are building the right solution 
Identify new system requirements 

0 Decrease usage. An alternate form of presentation is through reports. These provide cross- 
reference listings or graphical representations of control or data flows. 

Graphical Representation 

Graphical representation tools are used to display important system information in a 1 5 form, which 
is easier to assimilate. These tools may, for example, produce structure charts, database schema 
diagrams, and data layouts. They can also print matrices that indicate relationships between modules 

and files an object model from the legacy database data model (DDL). By understanding the E-R 

diagram represented by the database, it is easier to create an efficient persistence framework which 
isolates... tools) allows the developer to rapidly design windows and pages using a point and click 
graphical interface, ne relevant source code is subsequently generated from these designs. 

The generation of DDL. ..down into three major media types, each with its own set of tools. 

2D/3D Images/Animation 

Video 

Audio 

2D13D ImageslAnimation 

Tools to handle these images range from simple paint packages to highly complex multi-layered 
animation graphics packages. The images created by these tools may be pixelbased (bitinaps) or vector- 
based, each with their own advantages. 

Pixel-based tools (traditional graphics and image processing tools) offer more image flexibility 
especially in terms of color gradation and shading, but produce relatively large files. This format is 
therefore useful where the use of high-quality textured images, or highly colored images is important, 

but where file storage and transmission is not an issue (where the media local to the client 

application, such as in a kiosk). 

Vector-based tools (where the image is defined by formulae rather than 

pixel position) offer much smaller file sizes, and dynamic image re-sizing, while producing excellent 

print quality, but cannot easily handle shading and color gradation are involved, it is important that 

they are fully integrated into the team. 

For both image and audio, it is possible to purchase re-usable content from agencies, usually delivered 
in... 
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43DISPLAYING A <B>GRAPHICAL</B> DEPICTION OF THE CURRENT NETWORK 
44FRAMEWORK AND A PLURALITY OF COMPONENTS THEREOFPRESENTING A ... 
...INDICIA CODING EACH COMPONENT THAT MATCHES A SERVICE 45dOFFERED BY A 
VENDOR ON THE <B>GRAPHICAL</B> <B >REPRESENT ATION</B >Figure I 
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INCLUDES. ..3 Provides NDS compatibility C3 Provides application programming logicStores 
frequently requested web pages and <B>graphics</B> in a temporary OProvides mechanism to note and 
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English Abstract: 

A data access control facility is implemented by assigning personally identifying information (PH) classification labels to 
PH data objects, with each PH data object having one PH... 

French Abstract: 

...acces a des donnees par l'attribution, a des objets de donnees d'identification personnelle (PII), d'etiquettes de classification 
PII, une etiquette de classification etant attribuee a chaque objet de donnees. De plus, la fonction de controle comprend au 
moins un ensemble de fonctions adaptees (PSFS) de PII qui comporte une liste de fonctions d'application permettant de lire 
et d'ecrire des objets de donnees. Une etiquette de classification est egalement attribuee a chaque PSFS de PII. On accede a 
un objet de donnees de PII par l'intermediaire d'une fonction d'application PSFS de PII comportant une etiquette de 
classification de PII, identique a celle de l'objet de PII ou dominant celle-ci. On attribue a l'utilisateur de la fonction de 
controle un ensemble d'habilitation de PII qui contient une liste comprenant au moins une etiquette de classification de PII 
servant a determiner si l'utilisateur est autorise a acceder a une fonction particuliere. 

Detailed Description: 

Description 

IMPLEMENTATION AND USE OF A PH DATA ACCESS 
CONTROL FACILITY EMPLOYING PERSONALLY 
IDENTIFYING INFORMATION LABELS AND PURPOSE 
SERVING FUNCTION SETS 
Technical Field 

[001] The present invention relates in general the implementation and use of a conditional access 

facility which controls access by users to personally identifying information (.Pll) objects or 
resources- within an enterprise's computer system. 
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Background Art 

[0021 Advances in currently proposed to ensure the correct use of and therefore to control the 

release of personally identifying information from within an enterprise computing facility. 

[0031 Traditionally, managing the security of a computer system data objects. This method includes: 

assigning PI 1 classification labels to PR data objects, wherein a PII data object has one PH 
classification label assigned thereto; defining at least one PII purpose serving function set (PSFS) 

comprising a Est of application functions that read, write, or of the PH classification label of the PIR 

data object. 

[0081 In one embodiment, a PII data object is write accessible by an application function of a PH PSFS 

having a be write accessible by an application function of a PR PSFS having a list of PII 

reclassifications which are allowed to that PI 1 PSFS. 

[009] In one embodiment, the method includes a user invoking a particular function of the data 

access control facility, and assigning a PII clearance set to the identified user, wherein the PII clearance 
set comprises a list of one or more PR classification labels for the identified user. 

[010] The PII classification label assigned to the PII data object may include an identification of an 
owner of the PI 1 1 data object. 

[011 data object may be used. 

[012] The method may include the step of initially defining PII purposes within an enterprise to use the 
data access control facility, and employing the PII purposes in defining the PHI classification labels 

assigned to the PH data objects and assigned of a data access control facility, a particular function, 

the data access control facility having personally identifying information (PR) classification labels 
assigned to PR data objects and to at least one PII purpose serving function set (PSFS), the PSFS 

including a list of application functions that read the user of the data access control facility is 

assigned a PI 1 clearance set, the PII clearance set for the user comprising a list containing at least one 
PII classification label; determining whether the particular function is defined to a PR PSFS of the... 
...control facility, and if so, determining whether the user's PR clearance set includes a PII classification 
label matching the PI II classification label assigned to that PII PSFS, and again if so, allowing access 

to the particular function; and determining whether the denying access to the particular function if 

the particular function is not defined to a PII PSFS of the data access control facility, and a current 

process label (CPQ has been for the established process exists, the data access control method may 

include determining whether the PII classification label of the selected data object is equal to or a proper 

subset of the particular function is a write operation to the second PI 1 data object. The second PII 

data object may have a different PH classification label than the PH classification label associated... 
...accompanying drawings in which. 

[0291 FIG. I depicts one example of an approach for storing personally identifying information (PIR) 
objects with PII classification labels assigned thereto for use by a data access control facility, in 

accordance with invention; [0321 FIG. 4 is a flowchart of one embodiment of processing 

implemented by a PII data access control facility, in accordance with an aspect of the present invention; 
[0331 FIG the Invention 
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[037 1 Presented herein is a data access control facility which provides security for personally 
identifying information (P]II). In accordance with this facility, access to PI 1 1 information is based on 

various thereby adding flexibility to and enhancing the security of information processes that require 

access to personally identifying information. 

[0391 Broadly stated, disclosed herein (in one aspect) is a technique for implementing a data access 
control facility, which includes: assigning personally identifying information (Pll) classification labels 

to PH objects, with each PR object having one Pll classification label the original owner and 

specified in the Pff classification label. The purposes for which the PII object may be used are embodied 
within the functions that the user is allowed to process. 

[045] PH Data Objects. 

[0461 Any resource, document, program, facility, etc. with an associated PII classification label. A 

given PHI object can have only one PH classification label. The owner reclassifications that are 

allowed during its execution. 

[0781 FIG. I depicts one example of a personally identifying information (PH) owner 10 (such as a 

patient in a hospital enterprise example) entering (or accessing locally connected, for example, an 

employee. The operating system platform security manager which embodies the PII data access control 

facility that is the subject of this invention, is invoked by the the security manager to determine 

whether the requesting user is permitted access to the desired PII object. The security manager renders a 
decision based, for example, on the PII label associated with the requested object, the PR label 
associated with the user, and other... occurs from within this process, to assure that PH data is only 
written to other PII labeled data ob ects that have labels with identical or fewer purposes, or that PII 

data reclassification is allowed using this PSFS with this particular combination of PR data that label 

that is not defined within the user's PH clearance set and thereby access PII objects outside of the scope 

of the user's Pill clearance set. For example, userl accordance with an aspect of the present 

invention. Referring to FIG. 4, use of a PII control facility begins with a user making a request to a 

transaction manager 50, to system platform or logically connected to it, is a data access control 

facility implementing the personally identifying information (PIU) concepts disclosed herein. One 

example of logic for processing the user's attempt to a non-PH protected object from a computer 

operating system process after having read a PII protected object(s) into that process in not allowed. 

[0871 Assuming that the object does 122. If so, processing proceeds 124 to FIG. 4C. Otherwise, 

access is denied by the PII label processing 134 since the selected object has a PR label and the user is... 
...controlled process and the user being allowed to write non-PIl data into an existing PII data object. If 

150 yes, then the determination is made 152 whether the label of then processing returns 154 to FIG. 

4B with the user being denied access to the PII data object. If 153 yes, then processing continues 151 

with a return to FIG. 4B particular operational sequence that meets the business needs of an 

enterprise when working with sensitive personally identifying information (PII) objects. Such pre- 
established and controlled sets of functions and the associated sequence of operation with the present 

invention allows a user (or computer process) access to different sets of PII classified information and 
functions according to the dynamics of an access event situation, thereby adding flexibility to and 
enhancing security of information processes that require access to PII objects. 
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[119] The present invention can be included in an article of manufacture (e.g... 



Claims: 

[001] A method of implementing a data access control facility, said method comprising: assigning 
personally identifying information (PII) classification labels to PII data objects, wherein a PII data 

object has one PR classification label assigned thereto; defining at least one PH Purpose write PI 1 

data objects; and assigning a PIT classification label to each PSFS, wherein a PII data object is only 

read accessible via an application function of a PHI PSFS having that is equal to or a proper subset 

of the PI 1 classification label of the PII data object. [002] . The method of claim 1, wherein a PH data 

object is write of a data access control facility, a particular function, said data access control facility 

having personally identifying information (PII) classification labels assigned to PIT data objects and 

at least one PH purpose serving fanction list of application functions that read, write or reclassify PH 

data objects, and having a PII classification label assigned thereto, and wherein the user of the data 

access control facility has A system for implementing a data access control facility, said system 

comprising: means for assigning personally identifying information (PR) classification labels to PII 
data objects, wherein a PII data object has one PIEI classification label assigned thereto; means for 

defining at least one purpose serving function set (PSFS) comprising a Est of application functions 

that read or write PII data objects; and means for assigning a PR classification label to each PSFS, 

wherein a of a data access control facility, a particular function, said data access control facility 

having personally identifying information (PII) classification labels assigned to PIE[ data objects and 

at least one PIE[ purpose serving function to perform a method of implementing a data access 

control facility, said method comprising: assigning personally identifying information (PR) 

classification labels to PH data objects, wherein a PH data object has one PH of a data access control 

facility, a particular function, said data access control facility having personally identifying 
information (PII 1) classification labels assigned to PR data objects and at least one PIff purpose 

serving list of application functions that read, write or reclassify PIJ data objects, and having a PII 

classification label assigned thereto, and wherein the user of the data access control facility has... 
...clearance set, the PR clearance set for the user comprising alist containing at least one PII 
classification label; (ii) determining whether the particular function is defined to a PH PSFS of ... 
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Data access control facility implementing method used in enterprise environment, involves 
assigning label to personal identifying information-function set, that is equal to or subset of label 
of corresponding data object Original Titles rIMPLEMENTIERUNG UND VERWENDUNG EINER 
PII -DATENZUGRIFFS-STEUEREINRICHTUNG MIT PERSONLICH IDENTIFIZIERENDEN 
INFORMATIONS-LABELS UND ZWECK-VERSORGUNGSFUNKTIONSMENGEN... 
...IMPLEMENTATION AND USE OF A PII DATA ACCESS CONTROL FACILITY EMLPLOYING 
PERSONALLY IDENTIFYING INFORMATION LABELS AND PURPOSE SERVING 

FUNCTION SETS ET UTILISATION D'UNE FONCTION DE CONTROLE D'ACCES A DES 

DONNEES D'IDENTIFICATION PERSONNELLE (PII) EMPLOYANT DES ETIQUETTES DE 
DONNEES D'IDENTIFICATION PERSONNELLE ET DES ENSEMBLES DE FONCTIONS 

ADAPTEES Implementation and use of a PII data access control facility employing personally 

identifying information labels and purpose serving functions sets IMPLEMENTATION AND USE 

OF PII DATA ACCESS CONTROL FACILITY EMPLOYING PERSONALLY IDENTIFYING 

INFORMATION LABELS AND PURPOSE SERVING FUNCTION SETS Implementation and 

use of a PII data access control facility employing personally identifying information labels and 

purpose serving functions sets IMPLEMENTATION AND USE OF A PII DATA ACCESS 

CONTROL FACILITY EMLPLOYING PERSONALLY IDENTIFYING INFORMATION 

LABELS AND PURPOSE SERVING FUNCTION SETS ET UTILISATION D'UNE FONCTION 

DE CONTROLE D'ACCES A DES DONNEES D'IDENTIFICATION PERSONNELLE (PII) 
EMPLOYANT DES ETIQUETTES DE DONNEES D'IDENTIFICATION PERSONNELLE ET DES 

ENSEMBLES DE FONCTIONS ADAPTEES ...Inventor: WAIDNER M WAIDNER M P 

Alerting Abstract ...NOVELTY - The personally identifying information ( PII) classification labels 
are assigned to respective PII data objects. A PII purpose serving function set (PSFS) comprising list of 
application functions to read/write PII data objects, is defined. A classification label is assigned to each 
PSFS such that the label is equal to or proper subset of label of PII data object. ... ADVANTAGE - 
Allows access to different sets of PII classified objects and functions according to dynamics of access 
event situation, thereby enhancing flexibility and security of information process that required access to 

PII data object DESCRIPTION OF DRAWINGS - The figure shows the block diagram of the 

enterprise computing environment implementing PII data access control facility. Original Publication 
Data by Authority ArgentinaPublication No. ...Inventor name & address:WAIDNER M... 

...WAIDNER, Michael WAIDNER M Waidner, Michael P Waidner, Michael P .. 

...Waidner, Michael P WAIDNER, Michael Original AbstractsrA data access control facility is 

implemented by assigning personally identifying information (PH) classification labels to PH data 

objects, with each PH data object having one PH A data access control facility is implemented by 

assigning personally identifying information (PII) classification labels to PII data objects, with each 
PII data object having one PII classification label assigned thereto. The control facility further includes 
at least one PII purpose serving function set (PSFS) comprising a list of application functions that read 
or write PII data objects. Each PII PSFS is also assigned a PII classification label. A PII data object is 
accessible via an application function of a PII PSFS having a PII classification label that is identical to 
or dominant of the PII classification label of the PII object. A user of the control facility is assigned a 
PII clearance set which contains a list of at least one PII classification label, which is employed in 

determining whether the user is entitled to access a A data access control facility is implemented by 

assigning personally identifying information (PII) classification labels to PII data objects, with each 
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PII data object having one PII classification label assigned thereto. The control facility further includes 
at least one PII purpose serving function set (PSFS) comprising a list of application functions that read 
or write PII data objects. Each PII PSFS is also assigned a PII classification label. A PII data object is 
accessible via an application function of a PII PSFS having a PII classification label that is identical to 
or dominant of the PII classification label of the PII object. A user of the control facility is assigned a 
PII clearance set which contains a list of at least one PII classification label, which is employed in 

determining whether the user is entitled to access a A data access control facility is implemented by 

assigning personally identifying information (PII) classification labels to PII data objects, with each 
PII data object having one PII classification label assigned thereto. The control facility further includes 
at least one PII purpose serving function set (PSFS) comprising a list of application functions that read 
or write PII data objects. Each PII PSFS is also assigned a PII classification label. A PII data object is 
accessible via an application function of a PII PSFS having a PII classification label that is identical to 
or dominant of the PII classification label of the PII object. A user of the control facility is assigned a 
PII clearance set which contains a list of at least one PII classification label, which is employed in 

determining whether the user is entitled to access a A data access control facility is implemented by 

assigning personally identifying information (PH) classification labels to PH data objects, with each 
PH data object having one PHde donnees d'identification personnelle (PII), d'etiquettes de classification 
PII, une etiquette de classification etant attribuee a chaque objet de donnees. De plus, la fonction de 
controle comprend au moins un ensemble de fonctions adaptees (PSFS) de PII qui comporte une liste de 
fonctions d' application permettant de lire et d'ecrire des objets de donnees. Une etiquette de 
classification est egalement attribuee a chaque PSFS de PII. On accede a un objet de donnees de PII par 
l'intermediaire d'une fonction d' application PSFS de PII comportant une etiquette de classification de 
PII, identique a celle de l'objet de PII ou dominant celle-ci. On attribue a l'utilisateur de la fonction de 
controle un ensemble d'habilitation de PII qui contient une liste comprenant au moins une etiquette de 
classification de PII servant a determiner si l'utilisateur est autorise a acceder a une fonction particuliere. 
...Claims:is:l. A method of implementing a data access control facility, said method 
comprising assigning personally identifying information (PII) classification labels to PII data objects, 
wherein a PII data object has one PII classification label assigned thereto ;defining at least one PII 
purpose serving function set (PSFS) comprising a list of application functions that read or write PII data 
objects; andassigning a PII classification label to each PSFS, wherein a PII data object is only read 
accessible via an application function of a PII PSFS having a PII classification label that is equal to or a 

proper subset of the PII classification label of the PII data object is:l. A method of implementing a 

data access control facility, said method comprising: assigning personally identifying information 
(PII) classification labels to PII data objects, wherein a PII data object has one PII classification label 
assigned thereto ;defining at least one PII purpose serving function set (PSFS) comprising a list of 
application functions that read or write PII data objects; andassigning a PII classification label to each 
PSFS, wherein a PII data object is only read accessible via an application function of a PII PSFS having 
a PII classification label that is equal to or a proper subset of the PII classification label of the PII data 

object is: 1 . A method of implementing a data access control facility, said method comprising: 

assigning personally identifying information (PII) classification labels to PII data objects, wherein a 
PII data object has one PII classification label assigned thereto ;defining at least one PII purpose serving 
function set (PSFS) comprising a list of application functions that read or write PII data 
objects;assigning a PII classification label to each PSFS, wherein a PII data object is only read 
accessible via an application function of a PII PSFS having a PII classification label that is equal to or a 
proper subset of the PII classification label of the PII data object;wherein a PII data object is write 
accessible by an application function of a PII PSFS having a PII classification label that is equal to or 
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dominant of the PII classification label of the PII data object; andwherein the PII data object may be 
write accessible by an application function of a PII PSFS having a list of PII reclassifications which are 
allowed to that PII PSFS. 
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Personally identifiable information handling method for computer system, involves creating and 
associating programming object containing policy rule, with personally identifiable information 
Original Titles :Using a rules model to improve handling of personally identifiable information ... 
...Using a rules model to improve handling of personally identifiable information Inventor: ADLER S 

B BROWN N H J GILBERT A M PALMER C C SCHNYDER M WAIDNER 

M Alerting Abstract ...NOVELTY - A policy rule allowing privacy related actions on personally 
identifiable information data is constructed. An input of dynamic contextual information is allowed to 

precisely specify the evaluation of rule. A programming object containing the rule is created and 

associated with the personally identifiable information. ... personally identifiable information 
handling system; and computer-usable medium storing personally identifiable information handling 

program USE - For handling personally identifiable information using computer system such 

as personal computer, server, workstation, embedded system, etc., by person or organization engaged in 
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commerce, medicine, science ADVANTAGE - Provides an enhanced method which improves the 

handling of personally identifiable information efficiently DESCRIPTION OF DRAWINGS - 

The figure shows a block diagram of the personally identifiable information handling system. Original 
Publication Data by Authority ArgentinaPublication No. Inventor name & address:Adler, Steven B... 

...Brown, Nigel Howard Julian Gilbert, Arthur M Palmer, Charles Campbell Schnyder, 

Michael Waidner, Michael Adler, Steven B Brown, Nigel Howard Julian Gilbert, 

Arthur M Palmer, Charles Campbell Schnyder, Michael Waidner, Michael Original 

AbstractsrThe present invention is a system and method for handling personally identifiable 
information, using a rules model. The invention involves defining a limited number of privacy-related 
actions regarding personally identifiable information; constructing a rule for each circumstance in 

which one of said privacy-related actions may be taken or must a programming object containing at 

least one of said rules; associating the programming object with personally identifiable information; 
processing a request; and providing an output. The invention does not merely give a "yes-or-no answer. 

The computer system and network. One aspect of the present invention is a method for handling 

personally identifiable information. Another aspect of the present invention is a system for executing 

the method of the present invention. A third The present invention is a system and method for 

handling personally identifiable information, using a rules model. The invention involves defining a 
limited number of privacy-related actions regarding personally identifiable information; constructing a 
rule for each circumstance in which one of said privacy-related actions may be taken or must be taken; 

allowing for the a programming object containing at least one of said rules; associating the 

programming object with personally identifiable information; processing a request; and providing an 
output. The invention does not merely give a "yes-or-no answer. The invention has the advantage of... 
... computer system and network. One aspect of the present invention is a method for handling 
personally identifiable information. Another aspect of the present invention is a system for executing 
the method of the present invention. A third aspect of the present invention... Claims: We claim: 1. A 
method of handling personally identifiable information, said method comprising:defining a limited 
number of privacy-related actions regarding said personally identifiable information;constructing a 
rule for each circumstance in which one of said privacy -related actions may be taken or must be 

taken; allowing for the input of programming object containing at least one of said rules;associating 

said programming object with said personally identifiable information;processing a request; 

andproviding an output We claim: 1 . A method of handling personally identifiable information, 

said method comprising: defining a limited number of privacy-related actions regarding said personally 
identifiable information;constructing a rule for each of said privacy-related actions, wherein each rule 
defines an action corresponding to an associated privacy-related action, a logical condition that 
identifies a condition under which a particular decision is generated, and a decision indicating a 

manner by which said associated privacy-related action is rules comprises at least one of said 

constructed rules;associating said programming object with said personally identifiable 
information;processing a request using the programming object containing said set of rules, wherein 

processing said at least one rule having an action corresponding to an action specified in the request, 

a condition that evaluates to "true," and a decision that indicates that the action is authorized; selecting a 

YOUR CASE 
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0013245380 & & Drawing available 
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XRPX Acc No: N2003-264676 

Personally identifiable information handling method for commercial organization, involves 
establishing privacy agreement, using limited privacy -related actions and expressing rules 
regarding privacy-related actions 

Patent Assignee: INT BUSINESS MACHINES CORP (IBMC) 

Inventor: ADLER S B; GILBERT A M; JULIAN BROWN N H; PALMER C C; SCHNYDER M; 
WAIDNERM 

Patent Family ( 1 patents. 1 & countries ) 



| Patent Number iKind I Date iApplication Number |Kind j Date jlJpdate |Type 



iiUS 200300 1 44 1 8 ! A 1 120030 1 1 6 jUS 200 1 884296 



12001 06 19 1200331 IB 



Priority Applications (no., kind, date): US 2001884296 A 20010619 
Patent Details 



jj Patent Number iKind iLan jPgs iDraw jFiling Notes 



jll'S 200300 1441 8 :A1 !EN 116 |7 



Personally identifiable information handling 
method for commercial organization, 



EIC3600 SEARCH RESULTS 



121 



4/16/2009 



involves establishing privacy agreement, using limited privacy-related actions and... Original 

Titles:Using a privacy agreement framework to improve handling of personally identifiable 

information Inventor: ADLER S B GILBERT A M PALMER C C... ...SCHNYDER M... 

...WAIDNER M Alerting Abstract ... personally identifiable information handling system; 

andcomputer readable medium storing instructions for personal identified information handling 

method DESCRIPTION OF DRAWINGS - The figure shows the personally identifiable" 

information handling system. Original Publication Data by AuthorityArgentinaPublication No. 

Inventor name & address:Adler, Steven B Gilbert, Arthur M Palmer, Charles Campbell... 

...Schnyder, Michael Waidner, Michael Original AbstractsrThe invention entails identifying the 

parties involved in a process of handling personally identifiable information; identifying the data 
involved in said process; classifying the data; expressing each relationship between each pair of said 

parties repersonalize. One aspect of the present invention is a method for improving the handling of 

personally identifiable information. Another aspect of the present invention is a system for executing 
the method of the present invention. A third... Claims: We claim: 1. A method for improving the 
handling of personally identifiable information, said method comprising:identifying the parties 
involved in a process of handling personally identifiable information;identifying the data involved in 
said processxlassifying the data;expressing each relationship between each pair of said parties in terms 

of a privacy agreement; and diagrams.wherein:said privacy agreement uses a limited number of 

privacy-related actions concerning said personally identifiable information;said privacy agreement 
expresses rules regarding said privacy-related actions, for each of said parties; andsaid privacy 
agreement is specific to a single purpose. 



Dialog eLink: Order File History 

25/3,K/9 (Item 6 from file: 350) 

DIALOG(R)File 350: Derwent WPIX 

(c) 2009 Thomson Reuters. All rights reserved. 



0013138438 

WPI Acc no: 2003-220717/200321 
XRPX Acc No: N2003-176131 

Personal information handling method for manufacturing products, involves providing two sets of 
object classes representing active entities, data and rules in computer for handling personal 
information 

Patent Assignee: INT BUSINESS MACHINES CORP (IBMC) 
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Original TitlesrUsing an object model to improve handling of personally identifiable information 

Inventor: ADLER S B GILBERT A M PALMER C C SCHNYDER M WAIDNER 

M Alerting Abstract ...set of object classes representing data and rules in information handling is 
provided in computer. Personally identifiable information handling transaction is performed using 
computer provided with object classes. Original Publication Data by Authority ArgentinaPublication 

No. Inventor name & address: Adler, Steven B Gilbert, Arthur M Palmer, Charles 

Campbell Schnyder, Michael Waidner, Michael ...Original Abstractsrprocess could be 

improved. One aspect of the present invention is a method for handling personally identifiable 
information. Another aspect of the present invention is a system for executing the method of the 
present invention. A third... Claims: We claim: 1. A method for handling personally identifiable 
information, said method comprising: providing in a computer a first set of object classes representing 

active entities in an information-handling process, wherein a limited one object class has said rules 

associated with said data; and handling transactions involving said personally identifiable information, 
using said computer and said object classes. 
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07717849 INSPEC Abstract Number: C2000- 11-7330-083 
Title: A computerised guideline for pressure ulcer prevention 

Author Quaglini, S.; Grandi, M.; Bairdi, P.; Mazzoleni, M.C.; Fassino, C; Franchi, G.; Melino, S. 
Author Affiliation: Dipartimento di Inf. e Sistemistica, Pavia Univ., Italy 
Journal: International Journal of Medical Informatics vol.58-59 p. 207-17 
Publisher: Elsevier , 

Publication Date: Sept. 2000 Country of Publication: Ireland 

CODEN: IJMIF4 ISSN: 1386-5056 

SICI: 1386-5056(200009)58/59L.207:CGPU;l-6 

Material Identity Number: G 133-2000-003 
U.S. Copyright Clearance Center Code: 1386-5056/2000/$20.00 
Language: English 
Subfile: C 
Copyright 2000, IEE 

Abstract: ...related to the site-specification of a guideline delivered by the Agency for Health Care 
Policy Research (AHCPR), to its integration with the electronic patient record, and to its implementation 

within both to facilitate nurses assessing the risk of ulcer development, and to manage patients at 

risk by producing daily prevention work-plans. Concerning this functionality, particular attention has 

been paid to manage nurse's non input. An additional functionality of the system is novice nurse 

education-they can browse a graphical representation of the guideline, asking for details about 

different tasks, and they can simulate patients to in Java and it is based on a representation of the 

guideline as a relational database. A preliminary evaluation of the system has been performed and the 
results are presented on... 
Descriptors: ...relational databases; 

Identifiers: ...Agency for Health Care Policy Research graphical representation browsing... 

...relational database 
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07717849 INSPEC Abstract Number: C2000- 11-7330-083 
Title: A computerised guideline for pressure ulcer prevention 

Author Quaglini, S.; Grandi, M.; Bairdi, P.; Mazzoleni, M.C.; Fassino, C; Franchi, G.; Melino, S. 
Author Affiliation: Dipartimento di Inf. e Sistemistica, Pavia Univ., Italy 
Journal: International Journal of Medical Informatics vol.58-59 p. 207-17 
Publisher: Elsevier , 

Publication Date: Sept. 2000 Country of Publication: Ireland 

CODEN: IJMIF4 ISSN: 1386-5056 

SICI: 1386-5056(200009)58/59L.207:CGPU;l-6 

Material Identity Number: G 133-2000-003 
U.S. Copyright Clearance Center Code: 1386-5056/2000/$20.00 
Language: English 
Subfile: C 
Copyright 2000, IEE 

Abstract: ...related to the site-specification of a guideline delivered by the Agency for Health Care 
Policy Research (AHCPR), to its integration with the electronic patient record, and to its implementation 

within both to facilitate nurses assessing the risk of ulcer development, and to manage patients at 

risk by producing daily prevention work-plans. Concerning this functionality, particular attention has 

been paid to manage nurse's non input. An additional functionality of the system is novice nurse 

education-they can browse a graphical representation of the guideline, asking for details about 
different tasks, and they can simulate patients to... 

Identifiers: ...Agency for Health Care Policy Research graphical representation browsing 
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Title: Construction workers instruction and training 
Author Arcangeli, G.; Assfalg, J.; Tartaglia, R.; Vicario, E. 
Author Affiliation: 1st. di Med. del Lavoro, Florence Univ., Italy 

Conference Title: Proceedings IEEE International Conference on Multimedia Computing and Systems 
Part vol.2 p. 1123-5 vol.2 

Publisher: IEEE Comput. Soc , Los Alamitos, CA, USA 

Publication Date: 1999 Country of Publication: USA 2 vol. (xlix+909+1 127) pp. 
ISBN: 0 7695 0253 9 Material Identity Number: XX- 1999-02047 
U.S. Copyright Clearance Center Code: 0 7695 0253 9/99/$10.00 

Conference Title: Proceedings of ICMCS99: IEEE Multimedia Systems '99: International Conference 
on Multimedia Computing and Systems 
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Conference Sponsor: IEEE Comput. Soc; IEEE Circuit & Syst. Soc; IEEE Commun. Soc; IEEE 
Signal Process. Soc 

Conference Date: 7-11 June 1999 Conference Location: Florence, Italy 
Language: English 
Subfile: B C 

Copyright 1999, IEE 

Abstract: ...by a high rate of serious and even deadly injuries. A wide set of normative rules faces the 
problem by constraining environmental condition and workers' practice so as to reduce risk exposure 
and impact. However, the effectiveness and even the practical enforcement of these rules basically 
depends on workers' capability to autonomously perceive risks and assume safe behaviors. Professional 

instruction Workers' Instruction and Training) is to experiment with and evaluate the suitability of 

interactive 3D graphics as a new supporting tool for safety training and instruction in the operational 
context of construction workplaces. By allowing for an interactive approach, 3D graphics is expected to 
attract and stimulate the attention of young workers, by enabling a direct... 

Identifiers: ...normative rules; interactive 3D graphics; 3D graphics; 
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Title: Radiation protection of maintenance workers in EDF power plants 

Author Dollo, R.; Thezee, C. 

Author Affiliation: Radiat. Protection Dept., Electr. de France, Paris, France 
Journal: Revue Generale Nucleaire, International Edition vol.B p. 42-50 
Publisher: Rev. Gen. Nucl , 

Publication Date: Dec. 1996 Country of Publication: France 
CODEN: RGNEE6 ISSN: 0298-7783 
SICI: 0298-7783(199612)BL.42:RPMW;l-Y 

Material Identity Number: J893-97001 
Language: English 
Subfile: A 
Copyright 1997, IEE 

Abstract: Electricite de France's policy in terms of risk prevention is guided by two main 

requirements: contributing to the public acceptance of nuclear generated electricity a nuclear 

operator. When it comes to earning public acceptance of nuclear-generated electricity, the image put 

forward by the operator and the public authorities should be flawless, not only as protection for all, 

in terms of radiological protection and, more generally, in the field of risk prevention. 
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Title: Adaptive termination of voting in the probabilistic circular Hough transform 

Author Yla-Jaaski, A.; Kiryati, N. 

Author Affiliation: Commun. Technol. Lab., Eidgenossische Tech. Hochschule, Zurich, Switzerland 
Journal: IEEE Transactions on Pattern Analysis and Machine Intelligence vol.16, no. 9 p. 911-15 

Publication Date: Sept. 1994 Country of Publication: USA 
CODEN: ITPIDJ ISSN: 0162-8828 

U.S. Copyright Clearance Center Code: 0162-8828/94/$04.00 
Language: English 
Subfile: B C 

Abstract: ...of edge points is used for voting. This can lead to significant computational savings. To 

reduce the risk of errors, it is customary to preset the poll size to a value that is be detected is 

unknown. Finding the number of appearances of an object in a noisy image is difficult, especially with 
partial data. The authors present an adaptive stopping rule that terminates voting as soon as any number 
of objects seem to be reliably detected... 
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Title: Programme pointers 

Author Condon, R. 

Journal: Marketing p. 32, 36-7 

Publication Date: 20 May 1993 Country of Publication: UK 
CODEN: MARKBC ISSN: 0025-3650 
Language: English 
Subfile: D 

Abstract: As presentation software plummets in price, opportunities for blunders are increasing. But a 
few simple rules can ensure tasteful and effective presentations. Additionally most of the specialist 
presentation programs on the market provide ready-made templates which further reduce the risk. 
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EXPERT AND EVERYDAY PERCEPTIONS OF PRENATAL HEALTH RISKS: AN 
ETHNOGRAPHY OF CIGARETTE SMOKING AND FETAL POLITICS IN THE UNITED 
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Author: OAKS, LAURA M. 
Degree: PH.D. 
Year: 1998 

Corporate Source/Institution: THE JOHNS HOPKINS UNIVERSITY ( 0098 ) 
Source: Volume 5905A of Dissertations Abstracts International. 
PAGE 1645 . 508 PAGES 

...abuse influences not only social attitudes toward pregnant women who smoke and women's self- 
images, but also health policies and practices. 

Data was obtained from ethnographic interviews with health professionals and pregnant 

women/women pregnancy advice, the promotion by health professionals of the assumption that 

individuals are responsible for preventing health risks, and, most crucially, the recognition of the fetus 
as a person and medical patient. 

My experts and lay people. I conclude that there is a need for changes in health policies and social 

attitudes that will better benefit women and re-shape sociocultural assumptions about the... 
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...one type of knowledge of the business, e.g., knowledge about goals, concepts, behaviour, and rules, 
The graphical representation of the languages is intended to be easy to understand at the expense of 
expressive power. Still, the languages need to be precisely defined in order to reduce risk for 
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unintentional ambiguities. It is assumed that the development process can be divided into three... 
...language is defined by a meta model that defines its syntactical properties. Several formal meta rules 
are presented for these languages and their inter language relationships. This makes it possible to ... 
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FARM-LEVEL ENVIRONMENTAL RISK AND ECONOMIC RELATIONSHIPS, PESTICIDE 
PRODUCTIVITY, AND NITROGEN PERCOLATION RELATIONSHIPS 

Author: TEAGUE, MARK LEE 
Degree: PH.D. 
Year: 1995 

Corporate Source/Institution: OKLAHOMA STATE UNIVERSITY ( 0664 ) 
Source: Volume 5609A of Dissertations Abstracts International. 
PAGE 3678 . 156 PAGES 

...environmental outcomes. Results from essay II indicate that up to $23,929 for nitrate environmental 
risk reduction, and \$7,083 for pesticide environmental risk reduction, on a per-farm basis in the study 

region, can be spent by society to encourage the adoption of management-based plans, and still 

maintain an efficiency gain over regulatory policies. In essay III, statistical and graphical comparisons 
indicate the three indices provide similar rankings of alternative production systems based upon their... 
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CHILD SEXUAL ABUSE: OBSERVATIONS WITHIN A CHILD PSYCHIATRIC CLINIC 
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Year: 1981 

Corporate Source/Institution: UNIVERSITY OF MASSACHUSETTS ( 0118 ) 
Source: Volume 4203B of Dissertations Abstracts International. 
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...this study was that ninety percent of the offenders were known to the child. The image among the 

lay public of the child sexual offender as a stranger to the child nineteen percent of the offenders. 

Such findings are discussed in terms of the need for preventive services to families at risk. One possible 

diagnostic indicator of risk may be the history of the parents' sexual (or will be handled best when 

there is open inter-agency collaboration. Both service providers and policy makers, as well as the 
general public, needs to become mor 26/3, K/l (Item 1 from file: 2) 
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Publication Date: 2008 Country of Publication: USA 
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Conference Date: 30 Nov.-3 Dec. 2008 Conference Location: Bali, Indonesia 
Item Identifier (DOI): 1Q.1109/SLTIS.200S.49 
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Copyright 2009, The Institution of Engineering and Technology 
Title: Databases of personal identifiable information 

Abstract: This paper explores the difference between two types of information: personal identifiable 
information (PII), and non-identifiable information (Nil) to argue that security, policy, and technical 
requirements set PII apart from NIL The paper describes databases of personal identifiable 
information that are built exclusively for this type of information with their own conceptual scheme, 
system... 
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Copyright 2007, The Institution of Engineering and Technology 
Abstract: ...leave out of the security equation until an incident occurs and sensitive materials, such as 
personally identifiable information from a customer database, are lost or misused. This article 
explores some useful concepts that help integrate security more... 
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Abstract: ...misuse of a person's personal information is imperative - California Legislature explaining 
why it enacted Database Breach Notification Act (Senate Bill 1386). For the first time, companies are 
legally required to go public with Internet hacking incidents that compromise customer databases. 
California's Database Breach Notification Act (SB 1386) dramatically escalates the need for companies 

to secure their key numbers. The act represents a wave of new law that penalizes the failure to secure 

databases containing personally identifiable information. 

Identifiers: ...customer databases; Database Breach Notification Act personally identifiable 

information; 
Astronomical Objects: 
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Title: Computer-assisted de-identification of free text in the MIMIC II database 

Author Douglass, M.; Clifford, G.D.; Reisner, A.; Moody, G.B.; Mark RG 

Author Affiliation: Harvard-MIT Div. of Health Sci. & Technol, Cambridge, MA, USA 

Conference Title: Computers in Cardiology 2004 (IEEE Cat. No.04CH37641) p. 341-4 

Editor(s): Murray ,A. 

Publisher: IEEE , Piscataway, NJ, USA 

Publication Date: 2004 Country of Publication: USA xxv+802 pp. 
ISBN: 0 7803 8927 1 Material Identity Number: XX-2005-00634 
U.S. Copyright Clearance Center Code: 0 7803 8927 l/2004/$20.00 
Conference Title: Computers in Cardiology 2004 

Conference Date: 19-22 Sept. 2004 Conference Location: Chicago, IL, USA 
Language: English 
Subfile: C 

Copyright 2005, IEE 

Title: Computer-assisted de-identification of free text in the MIMIC II database 

Abstract: Medical researchers are legally required to protect patients' privacy by removing personally 

identifiable information from medical records before sharing the data with other researchers. We 

present an evaluation of was 0.85, but its positive predictive value was only 0.37. The de-identified 

database of nursing notes was re-identified with realistic surrogate (but unprotected) dates, serial 
numbers, names, and phrases to provide a gold standard database of over 2600 notes (approximately 
340,000 words) with over 1700 instances of PHI. This reference gold standard database of nursing 
notes and the Java source code used to evaluate algorithm performance will be... 
Descriptors: ...database management systems 

Identifiers: ...MIMIC II database; personally identifiable information; de-identified 

database; 
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093 18982 INSPEC Abstract Number: C2005-04-7240-049 
Title: Research on Chinese serial item & contribution identifier 

Author Ren Huiling; Hu Tiejun; Li Danya; Yang Bin; Zhu Wenyan; Qian Qing; Li Junlian; Wang 
Runqiang; Pang Jing'an 

Author Affiliation: Inst, of Med. Inf., Chinese Acad, of Med. Sci., Beijing, China 

Journal: Journal of the China Society for Scientific and Technical Information vol.23, no. 4 p. 437- 

43 

Publisher: Editorial Board of Journal of the China Society for Scientific and Technical Information , 
Publication Date: Aug. 2004 Country of Publication: China 
CODEN: QIXUF6 ISSN: 1000-0135 
SICI: 1000-0135(200408)23:4L.437:RCSI;l-O 
Material Identity Number: H170-2004-005 
Language: Chinese 
Subfile: C 
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Copyright 2005, IEE 

Abstract: ...serial articles. Based on the analysis of the identifiers including of URI, URN, SICI-1996, 
PII and DOI, we constructed the frame of Chinese Serial Item & Contribution Identifier (CSICI) which 

comprised to encode the Chinese character. In order to resolve these problems, we built a testing 

database and designed 10 different choosing and encoding methods. Compared by the uniqueness, 
briefness and feasibility... 

Identifiers: ...PII; testing database; 

Astronomical Objects: 
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09186718 INSPEC Abstract Number: B2005-01-6135C-029, C2005-01-5260B-086 
Title: A fast no search fractal image coding method 
Author Furao, S.; Hasegawa, O. 

Author Affiliation: Dept. of Comput. Intelligence & Syst. Sci., Tokyo Inst, of Technol., Japan 
Journal: Signal Processing: Image Communication vol.19, no. 5 p. 393-404 
Publisher: Elsevier , 

Publication Date: May 2004 Country of Publication: Netherlands 
CODEN: SPICEF ISSN: 0923-5965 
SICI: 0923-5965(200405) 19:5L.393:FSFI;1-S 
Material Identity Number: N528-2004-005 
U.S. Copyright Clearance Center Code: 0923-5965/04/$30.00 
Item Identifier (DOI): 10.101 6/i .ima g e.2004.02 .002 
Language: English 
Subfile: B C 
Copyright 2004, IEE 

Abstract: ...fractal image coding up to the present and holds high reconstruction fidelity. For example, 
using PII 450 MHz PC, the proposed scheme spends 0.515 s to compress the Lena (512 * 512 * 8) with 
36.04 dB PSNR decoding quality. Using Dell PIV 2.8 GHz PC, it spends only 0.078 s to finish the 
encoding process and gets 36.04 dB PSNR. 
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09088231 INSPEC Abstract Number: C2004-10-6130S-214 

Title: European trends in privacy: how can we increase Internet security and protect individual 
privacy? 

Author Ostergaard, S.D. 

Conference Title: PISTA'03. International Conference on Politics and Information Systems: 
Technologies and Applications p. 143-7 
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Editor(s): Carrasquero, J.V.; Welsch, F.; Urrea, C; Tso, CD. 

Publisher: International Inst, of Informatics and Systemics , Orlando, FL, USA 

Publication Date: 2003 Country of Publication: USA ix+576 pp. 

ISBN: 980 6560 04 3 Material Identity Number: XX-2004-0085 1 

Conference Title: PISTA'03. International Conference on Politics and Information Systems: 

Technologies and Applications 

Conference Sponsor: Int. Inst, of Informatics and Systemics (HIS); IEEE Comput. Soc; Inter- 
American Organization for Higher Educ. (IOHE); BytesForAll; Integrated Tech. Solutions Ltd 
Conference Date: 31 July-2 Aug. 2003 Conference Location: Orlando, FL, USA 
Language: English 

Subfile: C 

Copyright 2004, IEE 

Abstract: ...flight passenger lists, conference participants' background, customers' profile and securing 
access to public and private databases through gateways has become a standard way of doing things. 

Legislation has been put in existing privacy legislation. In a networked world, everybody leaves 

traces that are personally individually identifiable (PII). When we use our mobile phone, the cell 

network provider knows the location you are could be developed and deployed that helps 

organizations as well as individuals to protect their personally identifiable information, set up policies 
that is translated to watch dogs that ensures that these policies are... 
Identifiers: ...personally identifiable information; 
Astronomical Objects: 
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DIALOG(R)File 2: INSPEC 

(c) 2009 Institution of Electrical Engineers. All rights reserved. 

07769878 INSPEC Abstract Number: C200 1-01-71 30-008 
Title: Overview of current criminal justice information systems 
Author Dempsey, J.X. 

Conference Title: Proceedings of the Tenth Conference on Computers. Freedom and Privacy. 
CFP2000: Challenging the Assumptions p. 101-6 
Publisher: ACM , New York. NY. USA 

Publication Date: 2000 Country of Publication: USA 352 pp. 

ISBN: 1 58 1 1 3 256 5 Material Identity Number: XX-2000-00778 

Conference Title: Proceedings of 10th Conference on Computers, Freedom and Privacy 

Conference Sponsor: ACM 

Conference Date: 4-7 April 2000 Conference Location: Toronto, Ont.. Canada 
Language: English 
Subfile: C 

Copyright 2000. IEE 

Abstract: ...supported by fingerprints. The states and the USA federal government also maintain 
separate DNA identification databases. Finally, there are databases of non-personally identifiable 
information, such as stolen property or ballistics data. In the USA. there are nearly 19000 state... 
Identifiers: ...DNA identification databases; 
Astronomical Objects: 
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26/3,K/9 (Item 9 from file: 2) 
DIALOG(R)File 2: INSPEC 

(c) 2009 Institution of Electrical Engineers. All rights reserved. 

06651058 INSPEC Abstract Number: A9717-8760B-044, B9709-7510B-138 
Title: Human fetal diagnostic ultrasound exposimetry system 
Author Swiney, D.; O'Brien, W.D., Jr. 

Author Affiliation: Dept. of Electr. & Comput. Eng., Illinois Univ., Urbana, IL, USA 

Conference Title: 1996 IEEE Ultrasonics Symposium Proceedings (Cat. No.96CH35993) Part vol.2 

p. 1167-9 vol.2 

Editor(s): Levy, M.; Schneider, S.C.; Mcavoy, B.R. 
Publisher: IEEE , New York, NY, USA 

Publication Date: 1996 Country of Publication: USA 2 vol. 1622 pp. 
ISBN: 0 7803 3615 1 Material Identity Number: XX97-00764 
U.S. Copyright Clearance Center Code: 0 7803 3615 l/96/$5.00 
Conference Title: 1996 IEEE Ultrasonics Symposium. Proceedings 
Conference Sponsor: IEEE Ultrasonics, Ferroelectr. & Frequency Control Soc 
Conference Date: 3-6 Nov. 1996 Conference Location: San Antonio, TX, USA 
Language: English 
Subfile: A B 
Copyright 1997, IEE 

Abstract: ...during an obstetric ultrasound examination. The purpose of the exposimetry system is to 
develop a data base of fundamental ultrasound propagation properties for human tissue under in vivo 

conditions from which the acoustic pressure waveform is based on a two-decision process. First, the 

pulse intensity integral (PII), a measure of energy in the pulse, is calculated for each acquired waveform 
and subsequent recorded waveforms must have a greater PII. Second, a correlation coefficient is 
calculated for each acquired waveform and must exceed a predetermined... 
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04879355 INSPEC Abstract Number: A91066582, B91034419 
Title: High-gain polarization-insensitive optical amplifier 
Author Koga, M.; Matsumoto, T. 

Author Affiliation: NTT Transmission Syst. Labs., Kanagawa, Japan 
Journal: Journal of Lightwave Technology vol.9, no. 2 p. 284-90 

Publication Date: Feb. 1991 Country of Publication: USA 
CODEN: JLTEDG ISSN: 0733-8724 

U.S. Copyright Clearance Center Code: 0733-8724/9 1/0200-0284$0 1.00 
Language: English 
Subfile: A B 

Abstract: ...two serial semiconductor laser amplifiers (SLAs) is studied theoretically and 
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experimentally. A polarization-insensitive isolator ( PII) inserted between the two SLAs serves not only 

to eliminate the coupling cavity, but also light by 90 degrees . Experimental results show a 

maximum fiber-to-fiber gain of 29 dB. PIOA gain deviation for the input polarization launch angle is 
just 0.6 dB compared to an original value of 5-6 dB in a single SLA. A theoretical analysis shows that it 
is necessary to achieve a PII rotation design error of less than 0.5 degrees in order to suppress deviation 
below 0.1 dB. PIOA noise figure deviation, for the input signal polarization launch angle, was only 0.1 
dB from both the experimental and theoretical results even though there was a rotation error of... 
Identifiers: ...29 dB 
Astronomical Objects: 
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(c) 2009 Institution of Electrical Engineers. All rights reserved. 
04282144 INSPEC Abstract Number: A89015382 

Title: Sex and ear differences of brain-stem acoustic evoked potentials in a sample of normal full- 
term newborns. Normative study 

Author Chiarenza, G.A.; D'Ambrosio, G.M.; Cazzullo, A.G. 

Author Affiliation: Istituto di Neuropsichiatria Infantile, Milan Univ., Italy 

Journal: Electroencephalography and Clinical Neurophysiology, Evoked Potentials vol.71, no. 5 p. 
357-66 

Publication Date: Sept.-Oct. 1988 Country of Publication: Ireland 
CODEN: ECNEAZ ISSN: 0168-5597 
Language: English 
Subfile: A 

Abstract: ...80 normal full-term newborns by using a rarefaction click at 70, 60, 40, 20 dB HL. Positive, 

negative peaks and the relative amplitudes were measured. Means, standard deviations and 95 test 

distribution showed that each component had normal distribution except for wave PHI at 70 dB and at 
60 dB HL because of its index of kurtosis and for IPLs PII-PIII and NII-NIII at 70 and 60 dB HL. 
MLRA was performed and significant statistical differences were found for sex, ears and intensities... 
...Latencies, amplitude and morphology of the BAEPs vary with variations of the intensity. The IPLs 
PII-PV, PIII-PV and PIV-PV were not affected by changes of intensity. 
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Title: Offset tuning curves generated by simultaneous masking are more finely tuned than those 
generated by forward masking 
Author Henry, K.R. 



EIC3600 SEARCH RESULTS 



137 



4/16/2009 



Author Affiliation: Dept. of Psychol., California Univ., Davis, CA, USA 
Journal: Hearing Research vol.24, no.2 p. 151-61 

Publication Date: 1986 Country of Publication: Netherlands 
CODEN: HERED3 ISSN: 0378-5955 

U.S. Copyright Clearance Center Code: 0378-5955/86/$03.50 
Language: English 
Subfile: A 

Abstract: ...generated in response to the tone offset. TCs generated by continuous masking of the NI- 
PII component of the auditory brainstem response (ABR) of the gerbil show the same pattern. When... 
...sharper as the masker sound pressure level (SPL) is increased from 50 to over 80 dB. 
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(c) 2009 Institution of Electrical Engineers. All rights reserved. 
03 1 43436 INSPEC Abstract Number: C83043389 

Title: Reliability of computerized versus manual death searches in a study of the health of 
Eldorado uranium workers 

Author Newcombe, H.B.; Smith. M.E.; Howe. G.R.; Mingay, J.; Strugnell. A.; Abbatt, J.D. 
Journal: Computers in Biology and Medicine vol.13, no. 3 p. 157-69 

Publication Date: 1983 Country of Publication: UK 
CODEN: CBMDAW ISSN: 0010-4825 

U.S. Copyright Clearance Center Code: 0010-4825/83$3.00+.00 
Language: English 
Subfile: C 

Abstract: ...searches based on one-eighth of the worker file. The national death file-Canadian Mortality 

Data Base-at Statistics Canada includes coded causes of death for all deaths back to 1950. The to the 

study population. In both approaches accuracy was strongly dependent on the amount of personal 
identifying information available on the records being linked. 
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(c) 2009 ProQuest Info&Learning. All rights reserved. 

02171683 ORDER NO: AADAA-I3228219 

The relationship between the Indiana Standards Tool for Alternate Reporting (ISTAR) and the 
Graduation Qualifying Examination (GQE) 

Author: Marra, Robert A. 
Degree: Ed.D. 
Year: 2006 
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Corporate Source/Institution: Ball State University ( 0013 ) 
Source: Volume 6708A of Dissertations Abstracts International. 
PAGE 2940. 113 PAGES 
ISBN: 978-0-542-82045-8 

...2005). These data were derived from a secondary data source, the student test number (STN) 
database at the Indiana Department of Education. Use of the STN protects the confidentiality of 
personally identifiable information are, protects the confidentiality of students. All students in the 
study participated in both the... 



26/3.K/15 (Item 2 from file: 35) 

DIALOG (R)File 35: Dissertation Abs Online 

(c) 2009 ProQuest Info&Learning. All rights reserved. 

02108882 ORDER NO: AADAA-I3 186264 

Diagnostic ultrasound exposimetry using a tissue-mimicking liquid 

Author: Stiles, Timothy A. 
Degree: Ph.D. 
Year: 2005 

Corporate Source/Institution: The University of Wisconsin - Madison ( 0262 ) 
Source: Volume 6608B of Dissertations Abstracts International. 
PAGE 4124 . 214 PAGES 
ISBN: 0-542-28327-1 

Accurate measurements of acoustic output parameters (e.g., PII, <italic> p<sub>r</subx/italic>, MI, 

TI) are necessary for ensuring the continued safety equivalent to a pre-determined amount of 

attenuation of the sound field, viz. 0.30 dB cm<super>−l</super> 
MHz<super>−l</super>. Because of nonlinear acoustic propagation... 

26/3.K/16 (Item 1 from file: 583) 
DIALOG(R)File 583: Gale Group Globalbase(TM) 
(c) 2002 Gale/Cengage. All rights reserved. 

09219740 
Contracts & Wins 

SINGAPORE: ORDER AWARDED TO ANDERSEN CONSULTING 
Channel Asia ( AHT ) Dec 1999 p.3 
Language: ENGLISH 

...of a wholly functional PC system. In addition, a ranking and promotion II system (R&PII) will be 
supplied by the firm. 
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Product: Microcomputers Database Management Software 



26/3.K/17 (Item 2 from file: 583) 
DIALOG(R)File 583: Gale Group Globalbase(TM) 
(c) 2002 Gale/Cengage. All rights reserved. 

06583978 

CSL launches special offer 

HONG KONG: SPECIAL OFFERS OF ACER POWER AT CSL 
Ming Pao Daily News ( XKJ ) 1 1 Feb 1998 p.a7 
Language: CHINESE 

AcerPower MMX 200MHz and AcerPower PII 233MHz personal computer models are sold at 

HK$5,998 and HK$8,998 respectively 1. Free installed electronic payment of duty software worth 

HK$1,800. 2. Free "Internet data base service" worth US$50. 3. Two-month trial of "Netvigator" 
service and exemption of registration... 

e aware and more sensitive... 
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File 625:American Banker Publications 1981-2008/Jun 26 

(c) 2008 American Banker 
File 268:Banking Info Source 1981-2009/Mar W5 

(c) 2009 ProQuest Info&Learning 
File 626:Bond Buyer Full Text 1981-2008/Jul 07 

(c) 2008 Bond Buyer 
File 267:Finance & Banking Newsletters 2008/Sep 29 

(c) 2008 Dialog 
File 608:MCT Information Svc. 1992-2009/Apr 16 

(c) 2009 MCT Information Svc. 

?DS 

Set Items Description 

5 1 507 (PERSONAL OR PERS ON ALLY) () (IDENTIFI AB LE OR IDENTIFYING) CO- 
NFORMATION OR PII 

52 347 INFORMATION()PRIVACY 

53 63 (S 1 OR S2)(5N)(SAFEGUARD? OR PROTECT OR PROTECTS OR PROTEC- 
TING OR PROTECTION) 

54 0 (SI OR S2)(5N)(CLASSIFY??? OR CLASSIFICATION?) 

55 18699 (REDUCE OR REDUCES OR REDUCTION? OR PREVENT???)(5N)RISK?? 

56 358 (REDUCE OR REDUCES OR REDUCTION? OR PREVENT????)(5N)BREACH? 

57 53 PRIVACY()AGREEMENT? 

58 1 (POLICY()RULE??)(5N)(ASSOCIATED OR APPLIED OR EMBED?) 

59 15 RULES()MODEL?? 

510 1925925 AUTHORIZ??? OR AUTHORIS??? OR ACCESS OR USAGE OR USE OR AP- 

PROVAL? OR VALID? OR INVALID? OR TRUE 

511 0 DYNAMIC()CONTEXTUAL()INFORMATION 

5 12 213524 GRAPHIC??? OR GRAPHICAL()REPRESENTATION? OR DIAGRAM?? OR I- 

MAGE?? 

513 75871 DB OR DATABASE? OR DATAFILE? OR DATA()(FILE?? OR BASE??) 

5 14 42 AU=(ADLER, S? OR ADLER S? OR BROWN, N? OR BROWN N? OR JULI- 
AN()BROWN, N? OR JULIAN()BROWN, N? OR GILBERT, A? OR GILBERT - 
A? OR PALMER, C? OR PALMER C? OR SCHNYDER, M? OR SCHNYDER M? - 
OR WAIDNER, M? OR WAIDNER M? OR STEVEN(2N)ADLER OR NIGEL(2N)B- 
ROWN OR CHARLES (2N)PALMER OR MICHAEL(2N)SCHNYDER OR MICHAEL(2- 
N)WAIDNER) 

515 63 S3:S4 

516 19099 S15 0R(S5 0RS6) 

517 0 S16(30N)(S8ORS9) 
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518 0 S16AND(S8 0RS9) 

5 19 125 1 S 16(30N)(RULE OR RULES OR POLICY OR POLICIES) 

520 156 S19(30N)(S10ORSll) 

521 0 S20(30N)S12 

522 3 S20(30N)S13 

523 0 S14(30N)S15 

524 0 S16(S)(S8 0RS9) 

525 268 S16(S)S12 

526 61 S25NOTPY>2001 

527 59 RD (unique items) 

528 55 S27 NOT DIAGRAM?? 

529 20 S28 NOT INFORMATION 

530 0 S14(S)S16 

531 0 S14(S)S1 



22/3.K/1 (Item 1 from file: 625) 

DIALOG(R)File 625: American Banker Publications 

(c) 2008 American Banker. All rights reserved. 

0284851 

* Envisioning 'Credit Push' As New Wave In Payments 

American Banker - April 7, 2004 ; Pg. 1 ; Vol. 169 , No. 66 
Document Type: Journal Language: English Record Type: Fulltext 
Word Count: 1,761 

Byline: 

By Jennifer A. Kingson 
Text: 

...for Nacha to continue operating the ACH the way it does now, 
relying heavily on rules changes to improve quality and 
reduce risk. The is a 

"rules and tools" alternative, in which Nacha would rely not only on 
rule 

changes but also on some services it could build, such as a database 
of valid 

consumer and corporate checking accounts that originating banks could check 
before sending payments through, or a name-and-address match 
database that 

might cut down on unauthorized transactions. 

The third scenario, which would represent a more... 
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DIALOG(R)File 268: Banking Info Source 

(c) 2009 ProQuest Info&Learning. All rights reserved. 

00420523 121970905 (USE FORMAT 7 OR 9 FOR FULLTEXT) 

Mortgage insurance in housing finance--the way to go for countries in transition 

Trofimovas, Andrejus 

Housing Finance International , v 16 , n 3 , p 14-18 , Mar 2002 Document Type: Periodical; Feature 
Language: English Record Type: Fulltext 
Word Count: 3,771 
ARTICLE REFERENCE NUMBER: 

...that the government controls, and by doing so gives the government an 
additional incentive to reduce these risks. 

* The state-owned company acting in the developing market has the 
potential to initiate and offer the underwriting rules and risk 
assessment norms to mortgage providers and, by doing so, help standardize 
housing finance. 

* The company managed by the government has better access to 
information about the potential mortgage recipients. Most countries in 
transition don't have a well functioning information system (e.g., credit 
bureau) on mortgage recipients. Furthermore, the necessary data- 
bases or credit bureaus may be established on the basis of 
information managed by a mortgage... 



22/3,K/3 (Item 1 from file: 267) 

DIALOG(R)File 267: Finance & Banking Newsletters 

(c) 2008 Dialog. All rights reserved. 

00032323 

NACHA'S RULE CHANGES REFLECT INTERNET PAYMENT GROWTH ACH To Be 
Backbone Of Corporate Internet Payments 

CORPORATE EFT REPORT 

September 17, 1997 Vol: 17 Issue: 18 Document Type: NEWSLETTER 
Publisher: PHILLIPS BUSINESS INFORMATION 

Language: ENGLISH Word Count: 1257 Record Type: FULLTEXT 

(c) PHILLIPS PUBLISHING INTERNATIONAL All Rts. Reserv. 

Text: 

...or closed. 

Before funds would be withdrawn to cover the amount of the check, the 



EIC3600 SEARCH RESULTS 



143 



4/16/2009 



database could be scanned to immediately rule out any bad 
checks. 

This process would reduce risks in check-to-ACH programs, 
NACHA says. 

Also, NACHA is creating rules for financial institutions that 
will use a check as a source of information to create an electronic 
payment at the point... 



29/3.K/1 (Item 1 from file: 268) 

DIALOG(R)File 268: Banking Info Source 

(c) 2009 ProQuest Info&Learning. All rights reserved. 

00244907 (USE FORMAT 7 OR 9 FOR FULLTEXT) 

Distribution of life assurance and investment products: The Scottish mutual life assurance 
industry 

Laing, Angus W 

International Journal of Bank Marketing , v 12 , n 4 , p 25-31 , 1994 Document Type: Journal Article 
Language: English Record Type: Abstract Fulltext 
Word Count: 05251 
ARTICLE REFERENCE NUMBER: 

...in that it is suggested that less knowledgeable organizational buyers in 
certain circumstances seek to reduce their perceived risk by 
limiting their evaluation of competing providers to the market leaders, the 
"IBM effect", or... 

...companies, focusing on particular niche markets facilitates the 
development of expertise and a strong product image, thereby 
strengthening their position with IFAs. 

In serving specialist niche markets the flexibility and responsiveness 
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DIALOG(R)File 268: Banking Info Source 
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00121431 (USE FORMAT 7 OR 9 FOR FULLTEXT) 
An ounce of prevention 

Coughlan, Kenneth L. 

Successful Selling & Sales Management , p 7-8 , Dec 1987 Language: English Record Type: 
Abstract 

Abstract: 

...for the lender. Prudent and careful procedures cannot eliminate the 
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possibility of litigation, but can reduce this risk and can 
improve the lender's image before a judge or jury. 



29/3,K/3 (Item 1 from file: 267) 

DIALOG(R)File 267: Finance & Banking Newsletters 

(c) 2008 Dialog. All rights reserved. 

04582964 

NACHA TO BALLOT NEW RULE ON CONVERTING BUSINESS CHECKS TO ACH ITEMS 

Item Processing Report 

September 13, 2001 Vol: 12 Issue: 18 Document Type: NEWSLETTER 
Publisher: PHILLIPS BUSINESS INFORMATION 

Language: ENGLISH Word Count: 1841 Record Type: FULLTEXT 

(c) PHILLIPS PUBLISHING INTERNATIONAL All Rts. Reserv. 

Text: 

...the ACH provides the payee. This would not be 

available unless the business has an image of the check. "You need 

a feed of 

those three data elements into a positive... 

...the new dollar limits. 

"They don't have that today," Nelson explained. "We want to 
reduce the 

risk, we don't want this used for wholesale lockbox payments. Last 
but not 

least, we... be destroyed, but also in 

this rule we're saying that you have to have image retention for two 
years," 

Nelson said. "We didn't have that in the original request... 

...represented checks, eliminating the requirement that you 
retain the original check for 90 days — an image will suffice. 

(Bill Nelson, NACHA, 703/561-3924; Don Hollingsworth, Association 

for 

Financial Professionals, 301... 
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(c) 2008 Dialog. All rights reserved. 
04581123 

ORBOGRAPH, AFS TO UNVEIL NEW REMITTANCE SOLUTION AT TAWPI 

Item Processing Report 

July 19, 2001 Vol: 12 Issue: 14 Document Type: NEWSLETTER 
Publisher: PHILLIPS BUSINESS INFORMATION 

Language: ENGLISH Word Count: 1439 Record Type: FULLTEXT 

(c) PHILLIPS PUBLISHING INTERNATIONAL All Rts. Reserv. 

Text: 

...remittance or POD application than is currently 

possible. Operators can access balancing within minutes, which 

reduces the risk 

of missing cash letters. OrboCAR APEX can also be used to eliminate slow, 
manual tasks... 

...letters, preparing the 

deposit and the like. Those production keyers are looking at a check 
image on a 

screen and keying in the amount or at an image of an OCR line of a 
remittance 

stub or the MICR line of a check... OCR line," Vetterick says. 
"That means 2-4 percent of all the remittance stubs, the image has 
to be 

presented on a screen, and some operator has to look at the image 
and fill in 

the missing digits from that OCR line. That combined with having to... 
...the lion's share of this labor 

and key-station burden at all of these image remittance shops." 

Orbograph and AFS aim to ease that burden with a solution that first 



...said. "If you need an amount recognized from a piece of paper, you send 
the 

image to the CAR/LAR engine. If you need an OCR line corrected or 
MICR line... the user 

really should care about is they're sent 100 percent of the check 
images to the 

CAR engine and they get 100 percent results back. How the engine resolves 
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Text: 

...commitment to introduce creativity and 

excitement to our guests... reinforc[ing] Target's differentiated brand 
image 

and 'Expect More, Pay Less' promise." 

Harbinger of Good News 

The announcement can be seen... situation. "The 
purpose of the platform was not to advance any particular technology but to 
reduce time to market, costs and risks quite dramatically," 
explains Patrick 

Gauthier, senior vice president for smart card applications and market 
development... 
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Investing seed capital 

Lisa Bushrod 

European Venture Capital Journal 

June 1,2001 Document Type: NEWSLETTER 

Publisher: SECURITIES DATA PUBLISHING 
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Text: 

...the company's approach to fund raising is more business like and a more 
professional image is presented. This can be fairly simple stuff 
such as presenting a written business plan. ..and then each application 
takes in the region of three to four months. But the reduction in 
risk profile for the investors is usually worth the wait. 
Some of Europe's seed and... 
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Text: 

...Remittance Processing and Merchant Check Services business lines. 

(Daniel Shingler, NPC, 216/575- 

2441.) 

Check Image Pilot Deemed Successful. 

The New York Clearing House, Federal Reserve Bank of Boston and 
Chase Manhattan Bank last week ended their two-year test of inter- 
regional check image exchange. The pilot's objective was to show 
that 

check image exchange between banks in different regions could be 
accomplished using different vendors' equipment. Participants said in 
a release that they believe the successful test will contribute to 
greater use of images to accelerate check processing and 
reduce risks 

for banks and their customers. The next phase is an exploration of 
the synergy between... 
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Text: 

...and saw the wholesale lockbox system in action," 
Rigakos says. "When they saw the check image and all they could do 
with it, they were sold. Something like 92 of those tasks, 
and it reduces the risk of fraud," he says. "Where [does the 
customer] lose in this process?" 
In fact, the... 
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...Assists With Year 2000. 

The American Bankers Association has developed a three-year plan 
to reduce the risks faced by the banking industry arising 
from the 

Year 2000 problem. The association will release... 
...Inc. has developed 

DocuTran II, version 1.07, the latest release of its high-speed, 
image-based transaction processing software. The release offers 
operations managers in remittance and document processing industries... 

...a leading provider of 

education and professional development opportunities for individuals 
in remittance, data and image capture, forms processing and related 
emerging technologies. (TAWPI, 617/426-1167, http://www.tawpi.org.) 
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Text: 

...health care provider with 312 centers in 34 states. 

Choicepoint Inc., an Alpharetta, Ga. -based risk management and 
fraud prevention firm solutions provider, has received a commitment 
from co-arrangers Wachovia Bank and SunTrust Bank.. .Palm Beach, Fla., is a 
physician practice management company that provides anatomical pathology 
services. 

Consolidated Graphics Inc. said it had signed a new $100 million 
credit facility with Chase Manhattan. 
Chase... 
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Text: 

...next year this should double or 
quadruple." 

According to Erkan, convertibility will lead to the reduction of 
the risk premium on Turkish bonds and help bring down 
spreads. 

The ISE has plans to create... McCarthy, general manager of ING Istanbul, 
considers it a 

great development. It will improve the image of the Turkish debt. 
And to those doubters, there's nothing new about Istanbul as... 
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...using fingerprint verification offers a 

viable new security measure for credit card issuers and may reduce 
their fraud losses, say risk analysts. 

But be prepared to wait several months or even years before 
finger identification applications... 

...approval by its inventor 

Salvatore Ventura of Secaucus, N.J. is a digitally embedded 
fingerprint image on the actual credit card. 

Customers would activate the card for 15 seconds by depressing 
their finger on the recorded image. The customer's identity would 
be 

confirmed by running the credit card through an electronic... 
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...courtesy amount on checks; identify 

change of address requests; manage funds availability; and fax check 
images and reports to corporate clients. 

CMS also expects to boost its standing with non-financial... 

...component can import 

float tables from their check processing systems to streamline funds 
management and reduce the risk of check and lockbox tables 
getting out 

of sync, Rigakos says. 

"Most lockbox people don... 

...was not 
available. 
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Additionally, CMS will introduce a module that automatically 
faxes reports and check images to corporate clients. The unit also 
allows banks to transmit images of batches, exceptions items or 
check 

images above a set dollar amount. 

Pricing for the module, which may require additional phone lines... 
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Text: 

...Orbograph. 

OrboCAR, which processes 60-2400 checks per minute, reads 
handwritten numeric courtesy amounts from images of checks, 
remittance 

stubs and control documents, and accepts Fax Group 3 or 4 compressed 
bitonal images and JPEG compressed grey scale images. It 
boasts up to 

77 percent CAR rates, he says. 
The engine, which is Unix... 

...commercial 

checks as part of the recognition process. OrboCAR can be implemented 
off-line, receiving images from an existing server, or on-line, 
getting images directly from a transport. 

Vetterick believes OrboCAR's "high read rates and low 
substitution rates" will appeal to remittance processors looking to 
reduce labor costs. The risk of misencoded checks, and the 
time 

required to identify substitutions and balance large transactions, has... 
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Text: 

Banks should find it easier soon to add retail lockbox services 
to their wholesale image platform as a result of integrated lockbox 
systems due to be released this year. 

"[Wholesale... 

...in Dallas. 

The move to integrated wholesale and retail lockbox systems could 
fuel interest in image-based lockboxes as more vendors tout the 
technology, says John Kincade, vice president of marketing... 

...In addition, Cash Management Solutions Inc., headquartered in 
Clearwater, Fla., recently released Lockbox-2000, an image-based 
retail lockbox system that borrows many components from the vendor's 
wholesale lockbox system... 

...on for them." 

Data Management Products Inc. (DMP) of Omaha, Neb., plans to 
unveil an image-enabled retail lockbox system at the Bank 
Administration Institute conference next month in San Antonio, while 
ImageScan of Lanham, Md., is preparing to release an image-based 
retail lockbox system later this year. 

Retail Market a Logical Growth Area 

Tom Scott... 

...of at least 10,000 

items per day. Kincade said about 100 processors will purchase 
image- 
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based retail systems this year. 

Conversely, the wholesale market has between 200-and-300 
processors... 

...wholesale lockbox 

services, Mills says. Scott noted that about 40 of these banks 
already have image-based lockboxes. 

Wholesale lockbox vendors also have much of the expertise 
necessary for developing image-based retail lockbox systems, Scott 
said. "We've already got the image workflow down, plus we know how 
to 

display, print and archive images at high speeds on a ...If they 
use proven components from their wholesale systems to 
build retail systems, they will reduce their risk of turning 
out a bad 

product and have an easier time integrating their wholesale and... 
...to 

track items through the stages of processing and to prioritize batches 
to present at image workstations. 
...system. 

Contact: Craig Sparkes, 510/450-6807 
Cash Management Solutions 

Recently released Locbox-2000, an image-based retail lockbox system. 
Contact: Elias Rigakos, 813/524-1103 

ImageScan 

Plans to release an image-based retail lockbox system later this 
year. 

Contact: Tom Scott, 301/306-0700 
Data Management Products 

Plans to release an image-based retail lockbox system late next 
month. 

Contact: Jim Mills, 402/431-8810 
Source: CORP 
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Chicago Tribune Automotive Notebook Column 
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Word Count: 1517 

Lead Paragraph: 

Text: 

...car cheap when he doesn't know when the next one is coming," Roberts 
said. 

IMAGE BUILDER: Ron Zarrella, president of GM's North American 

operations, was brought to GM from Bausch and Lomb to develop brand 

image. Many have questioned what brand image means. The 

problem is the brand image concept was introduced before the 

vehicles that made sense of it, Zarrella says. 

"We're starting to see the product fit the image now," Zarrella said 

in an interview. "It will take three years for the product to be consistent 

with the brand image. 

Until then? 

"I'm comfortable with Pontiac (Grand Am, Grand Prix and Bonneville leave no 
doubt the image is sporty performance), and with Buick with its 
current lineup though Buick still needs to. ..66 pounds is in the front seat 
to keep the air bag from deploying to reduce risk to the 
child. It also will keep the bag from deploying if the seat is... 
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Text: 

...directors. He also is a former employee of the Hanover Township 

treatment plant. 

CONFERENCE 

New Image International: Stephen Sperlazzo, area director, attended 
the company's national conference last month in Birmingham... 

...of 90 hours of instruction in contract law, professional standards, 
sales and marketing, finance and risk reduction. 
NOTEWORTHY 

Eyerman, Csala, Hapeman & Handman: Two projects by the Wilkes-Barre 
architectural firm were featured... 
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Text: 

...0, which works on a Macintosh or IBM-compatible personal computer, uses 
colorful 3-D images to quiz you on where you're straining your body. 
Then it uses video clips to walk you through exercises that last maybe 30 
seconds and are designed to reduce your risk of injury. The 
program can prompt you to do the exercises whenever you tell it... 
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Lead Paragraph: 

Text: 

...as much of a deal today as it was before," says Marshelle Anderson, a 
freelance graphic artist from Seattle who received a notice in the 
mail saying her Basic Health premium... 46 a month for health insurance 
through the firm's group plan. 

Anderson, the freelance graphic artist, says she has decided to stay 
with Basic Health for now, despite the rising... 

...then would pay a cheaper group rate instead of an individual rate. 
"That spreads the risk," she said, and may prevent the 
neediest enrollees from draining the system. 
Cody disagrees that benefits are too generous. For... 
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...are getting nervous, stock and bond prices are jumping up and down, the 
industry's image is getting tarnished and talk of regulation is 
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growing. To top it all off, some. ..have been forced to unwind positions." 

HOW MANY: Estimated 5,500 worldwide. 

GOALS: Seek to reduce market risk by shorting equities or 

derivatives. 

PERFORMANCE: Not necessarily dependent on the direction of the bond... 
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